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LOUISVILLE/JEFFERSON COUNTY METRO GOVERNMENT
INTRODUCTION
FOR THE YEAR ENDED JUNE 30, 2009

Single Audit Report

The Auditor of Public Accounts (APA), acting as principal auditor in conjunction with various certified
public accounting firms, performed the single audit of the Louisville/Jefferson County Metro
GovernmentNletro) for the year ending June 30, 2009.

The APA pepares the Single Audit Report in compliance wi@bvernment Auditing Standards
Generally Accepted Auditing Standardmd the requirements of Office of Management and Budget
(OMB) Circular A-133. The APA on behalf d¥letro also prepares a reporting page as required by

OMB Circular A133. The reporting package includes the basic financial statements, Schedule of
Expenditures of Feder al Soheduledo$ Finflir® & dhd\Questionad Costs,o0 r ¢
and Summary Schedule of Prior Audit Finds. For the fiscal year ended June 30, 2009 (FY 09), the
reporting package comprised oftwo reports: the Comprehensive Annual Financial Report (CAFR)

and the Single Audit Report.

Comprehensive Annual Financial Report

The CAFR contains the Independh t Audi tor ds Report, whi ch i de
disclainmer of opinion on the various opinion units applicable to the basic financial statemevétrof
The I ndependent Auditorés Report al sompodentuugits 0 s e ¢

audited by other auditors. The agencies and funds audited by other auditors, as well as contact
information, are presented in Appendbof this report. Thescope of the CAFRwuditincluded:

¢ An audit of the basic financial statementsj aombining and individual fund statements;

e Limited procedures applied to required supplementary informediuah;

e An audit of the SEFAN relation to the basic financial statementse opinion for which is
included in theReport on Compliance with Requinents Applicable to Each Major Program
and on Internal Control over Compliance in Accordance with OMB CirculaBa

Single Audit of Major Federal Programs

The Single Audit Repor c ont ai n sRepoha Internatl ContrmlOvers Fnancial Reporting

and on Compliance and Other Matters Based on an Audit of Financial Statements Performed in
Accordance with Government Auditing Standaat®sd Report on Compliance with Requirements
Applicable to Each Major Program and on Internal Control over Complianc&dacordance with OMB
Circular A-133and on the Schedule of Expenditures of Federal Awalde Single Audit Report also
contains the SEFA, Schedule of Findings and Questioned Costs, and the Summary Schedule of Prior
Audit Findings. The scope of the audif federal awards included:

e An audit of compliance with the compliance requirements described in the U.S. Office of
Management and Budget (OMB) Circular183 Compliance Supplement applicable to each
major federal program; and

e Tests of internal contraver compliance in accordance with OMB Circulaf.33.
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INTRODUCTION (Continued)

Schedule of Expenditures of Federal Awards

The SEFA is organized by federal grantor. The Catalog of Federal Domestic Assistance (CFDA)
numbers and program names are listader the federal grantor administering the program. The notes
to the SEFA providadditionalinformation on certain aspects of the expenditures. Clusters of programs
are indicated in the schedule by light gray shading.

Schedule of Findings and Questioad Costs

The Schedule of Findings and Questioned Cost s
Results, Financial Statement Findings, and Federal Award Findings and Questioned Costs. The
Summary of Auditor 6s Re adtlregpasts issuechand lists eja programs t y
audited. The Financial Statement Findings list the audit findings related to the financial statements. The
Federal Award Fidings and Questioned Costs listdings related to federal awards. In both sections
material weaknesses and material instances of noncompliance are presented first, then significant
deficiencies and significant instances of noncompliance.

Summary Schedule of Prior Audit Findings

Audit findings reported in the Schedule of Findings ukstioned Costs for FY8Das well as any
findings of previous fiscal yearthat have not been resolved, are reported in the Summary Schedule of
Prior Audit Findings for FY 09.

The Summary Schedule of Prior Audit Findings is organized based on whethatidh year finding

was a material weakness omgmsficant deficiency. The findings of each classification (material
weakness and significant deficiency) are categorized as (1) fully corrected, (2) not corrected or partially
corrected, (3) corrective aoti taken differs significantly from corrective action previously reported, or

(4) finding no longer valid or does not warrant further action.
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AAA
AAHC
AIDS
APA
ARRA
BZPP
CAB
CAFR
CAK
CAP
CAPER
CDBG
CDL
CERS
CFDA
CFR
CHFS
CIN
CMC
CPA
CSBG
DHFS
DHS
DOL
DPW
EPLS
FBI
FEMA
FY
GAAP
GASB
HFS
HHS
HIDTA
HIV
HOME
HUD
HVAC
IDIS
IMS
INC
IT
ITIL
JV
KDE
KIPDA

LOUISVILLE/JEFFERSON COUNTY METRO GOVERNMENT
LIST OF ABBREVIATIONS/ACRONYMS
FOR THE YEAR ENDED JUNE 30, 2009

Animal Adoption Agency, Inc

African-American Heritage Center

Acquired Immunodeficiency Syndrome

Auditor of Public Accounts

American Recovery and Reinvestment Act

Buffer Zone ProtectiofProgram

Change Advisory Board

Comprehensive Annual Financial Report
Community Action Kentucky

Metro Community Action Partnership
Consolidated Annual Performance and Evaluation Report
Community Development Block Grant
Commerci al Driverds License
County Employees Retirement System

Catalog of Federal Domestic Assistance

Code of Federal Regulation

Cabinet for Health and Family Services
Corrections Identification Number

Court Montoring Center

Certified Public Accountant

Community Services Block Grant

Metro Department of Housing and Family Services
Kentucky Department of Homeland Security

U.S. Department of Labor

Metro Department of Public W&s

Excluded Parties List System

Federal Bureau of Investigation

Federal Emergency Management Agency

Fiscal Year

Generally Accepted Accounting Principles
Governmental Accounting Standards Board

Metro Housing and-amily Services Department
U.S. Department of Health and Human Services
High Intensity Drug Trafficking Areas

Human Immunodeficiency Virus

HOME Investment Partnership Program

U.S. Department of Housing and Urban Development
Heating, Ventilation, and Air Conditioning
Integrated Disbursement and Information System
Inmate Management System

Incorporated

Information Technology

Information Technology Infrastructure Library
Journal Voucher

Kentucky Department of Education

Kentuckiana Regional Planning and Development Agency
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LOUISVILLE/JEFFERSON COUNTY METRO GOVERNMENT
LIST OF ABBREVIATIONS/ACRONYMS

FOR THE YEAR ENDED JUNE 30, 2009

(CONTINUED)

KRS Kentucky Revised Statutes

KY Kentucky

KyEM Kentucky Emergency Management

KYTC Kentucky Transportation Cabinet

LeAP Louisville eFinancial Applcation Program
LIHEAP Low-Income Home Energy Assistance Program
LMFD Louisville Metro Fire Department

LMPD Louisville Metro Police Department

MAS Metro Animal Services

Metro Louisville/Jefferson County Metro Government
MTS Metro Technology Serees

NA Not Applicable

NFA Notice of Funds Availability

OIA Metro Office of Internal Audit

OMB Office of Management and Budget

PIU Metro Police DepartmentPublic Integrity Unit
POS Point of Sale

PPAF Position and Personnel Action Form

PSB Public Sector Budgeting

PSD Procurement and Suspension and Debarment
PW Project Worksheet

PWA Metro Public Works and Assets

RFC Request For Change

RFP Request For Proposal

SEFA Schedule of Expenditures of Federal Awards
SFSPC Summer Food Seirse Program for Children
SOP Standard Operating Procedures

SPC Shelter Plus Care

TBRA Tenant Based Rental Assistance

TE Transportation Enhancement

TPA Third Party Administrator

U.S. United States

USDA U.S. Department of Agriculture

WIA Workforce Investment Act
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LOUISVI LLE/ JEFFERSON COUNTY METRO GOVERNMENT
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 209

Paged

Pass Through Provided to

CFDA  Program Title Number Expenditures Subrecipient
U.S. Department of Agriculture
Direct Programs:
Supplemental Nutrition Assistance Program Cluster:
10.551 Supplemental Nutrition Assistance Program $ 916 $
10.580 Supplemental Nutrition Assistance Program, Outreach/Participation Program 173,075
10.NA More Kids in the Wood 4,389
Passed Through From the Kentucky Department of Natural Resources:
10.069 Conservation Reserve Program M-02021352 12,332
Passed Through From the Kentucky Department of Public Health:
10.557 Special Supplemental Nutrition Program for Women, Infants, and Children Various 2,504,884
Passed Through From the Kentucky Department of Education:
10.559 Summer Food Service Program for Children 056-W45-999-SU 917,678
Total U.S. Department of Agriculture $ 3,613,274 $ 0
U.S. Department of Commerce
Direct Programs:
11.307 Economic Adjustment Assistance $ 275,000 $
11.555 Public Safety Interoperable Communications Grant Program 699,738
Total U.S. Department of Commerce $ 974,738 $ 0
U.S. Department of Defense
Direct Programs:
12.NA  Division of the Nawy - Guard Services Contract $ 167,517 $
Total U.S. Department of Defense $ 167,517 $ 0
U.S. Department of Housing and Urban Development
Direct Programs:
Community Development Block Grants - State-Administered Small Cities Program
14.218 Community Development Block Grants/Entitlement Grants (Note 2) $ 11,863,524 $ 632,676
14.219 Community Development Block Grants/Small Cities Program (Note 2) 57,034
14.231 Emergency Shelter Grants Program 575,868 563,703
14.235 Supportive Housing Program 165,698
14.238 Shelter Plus Care 1,578,511
14.239 Home Investment Partnerships Program (Note 2) 6,498,710
14.241 Housing Opportunities for Persons with AIDS 510,664 405,517
14.246 Community Development Block Grants/Brownfields Economic Developm 161,676

Initiative
14.871 Section 8 Housing Choice Vouchers 937
14.900 Lead-Based Paint Hazard Control in Privately-Owned Housing 845,396

Total U.S. Department of Housing and Urban Development

$ 22,258,018

$ 1,601,896

See accompanying Notes to the Schedule of Expenditures of Federal Awards



LOUISVILLE/JEFFERSON COUNTY METRO GOVERNMENT
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2009

(CONTINUED)

Pagel0

Pass Through Provided to

CFDA Program Title Number Expenditures Subrecipient
U.S. Department of the Interior
Passed Through From the Kentucky Commerce Cabinet:
15.929 Save America's Treasures 21-08-21722 3,820 $
Passed Through From the Kentucky Department of Fish & Wildlife:
15.622 Sportfishing and Boating Safety Act Agreement 445,238
Total U.S. Department of the Interior 449,058 $ 0
U.S. Department of Justice
Direct Programs:
16.004 Law Enforcement Assistance_Narcotics and Dangerous Drugs Training 24,716 $
16.305 Law Enforcement Assistance_Uniform Crime Reports 47,063
16.527 Supervised VMsitation, Safe Havens for Children 136,120 124,773
16.560 National Institute of Justice Research Evaluation and Development Project Grants 91,636
16.580 Edward Byrne Memorial State and Local Law Enforcement Assistance 357,898

Discretionary Grants Program
16.590 Grants to Encourage Arrest Policies and Enforcement of Protection Orders 251,059
16.595 Community Capacity Development Office 137,865
16.607 Bulletproof Vest Partnership Program 2,668
16.609 Community Prosecution and Project Safe Neighborhoods 142,253 110,188
16.710 Public Safety Partnership and Community Policing Grants 458,083
16.738 Edward Byrne Memorial Justice Assistance Grant Program 97,071
16.744 Anti-Gang Initiative 148,422
Passed Through From the Kentucky Justice and Public Safety Cabinet:
16.523 Juvenile Accountability Block Grants Various 26,024
16.540 Juvenile Justice and Delinquency Prevention_Allocation to States Various 10,734
16.579 Edward Byrne Memorial Formula Grant Program Various 197,076
16.588  Violence Against Women Formula Grants Various 131,504
Total U.S. Department of Justice 2,260,192 $ 234,961
U.S. Department of Labor
Passed Through From the Kentucky Department for Workforce Investment:
17.245 Trade Adjustment Assistance Various 590,937 $
Workforce Investment Act Cluster:
17.258  WIA Adult Program (Note 2) Various 2,099,592 2,011,708
17.258 ARRA- WIA Adult Program (Note 2) 270S9AD 350
17.259 WIA Youth Activities (Note 2) Various 1,653,326 1,182,863
17.259  ARRA- WIA Youth Activities (Note 2) 274S9YT 227,615
17.260 WIA Dislocated Workers (Note 2) Various 7,982,636 285,488
17.260 ARRA- WIA Dislocated Workers (Note 2) Various 188,239
Total U.S. Department of Labor 12,742,695 $ 3,480,059
U.S. Department of Trans portation
Passed Through From the Kentucky Transportation Cabinet:
15.904 Historic Preservation Fund Grants-In-Aid NA 39,112 $
Highway Planning and Construction Cluster:
20.205 Highway Planning and Construction (Note 2) Various 8,471,411
20.215 Highway Training and Education Various 381,349
20.218 National Motor Carrier Safety Various 158,387
20.219 Recreational Trails Program Various 3,113

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Pass Through Provided to

CFDA Program Title Number Expenditures Subrecipient
U.S. Department of Trans portation (Continued)
Passed Through From the Kentucky Transportation Cabinet (Continued):
Highway Safety Cluster:
20.600 State and Community Highway Safety Various 88,147
20.601  Alcohol Impaired Driving Countermeasures Incentive Grants LSF-683-L1/08 40,006
20.NA Underage Drinking Prevention Various 58,751
Total U.S. Department of Transportation 9,240,276 $ 0
U.S. Equal Employment Opportunity Commission
Direct Programs:
30.002 Employment Discrimination_State and Local Fair Employment Practices Agen 6,546 $

Contracts
Total U.S. Equal Employment Opportunity Commission 6,546 $ 0
U.S. Department for Libraries and Archives
Direct Programs:
45.310 Grants to States 28,500 $
Total U.S. Department for Libraries and Archives 28,500 $ 0
U.S. Environmental Protection Agenc
Direct Programs:
66.001 Air Pollution Control Program Support 1,582,126 $
66.032 State Indoor Radon Grants 135,000
66.202 Congressionally Mandated Projects 28,378
66.818 Brownsfields Assessment and Cleanup Cooperative Agreements 12,390
Total U.S. Environmental Protection Agency 1,757,894 $ 0
U.S. Department of Education
Direct Programs:
84.044 TRIO_Talent Search 302,015 $
84.066 TRIO_Educational Opportunity Grant 469,291
Total U.S. Department of Education 771,306 $ 0
U.S. Department of Health and Human Services
Direct Programs:
93.008 Medical Reserve Corps Small Grant Program 4,009 $
93.048 Special Programs for the Aging_Title IV_and Title II_Discretionary Projects 130,052 89,628
93.110 Maternal and Child Health Federal Consolidated Programs 60,295
93.887 Health Care and Other Facilities 360,303
93.926 Healthy Start Initiative 1,214,761
Passed Through From the Kentuckiana Regional Planning and Development Agency (KIPD:
93.044 Special Programs for the Aging_Title Ill, Part B_Grants for Supportive Service PON2-725 0800008665 15,000

Senior Centers
93.045 Special Programs for the Aging_Title Ill, Part C_Nutrition Services Various 485,742 96,625
Passed Through From the Kentucky Cabinet for Health and Family Senvices:
81.042  Weatherization Assistance for Low-Income Persons 736-08000084111 Subcontract : 676,625
93.116 Project Grants and Cooperative Agreements for Tuberculosis Control Programs  U52CCU400496 (SDFD) 135,715
93.197 Childhood Lead Poisoning Prevention Projects _ State and Local Childhood US7/CCU-422866-03 (SIBW) 225,594

Lead Poisoning Prevention and Surveillance of Blood Lead Levels

in Children
93.217 Family Planning _ Services 5 FPHPA040612-35-00 (SBBH) 715,459 462,656
93.235 Abstinence Education Program G-0601KYAEGP (SBB7) 22,735

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Pass Through Provided to
CFDA Program Title Number Expenditures Subrecipient
U.S. Department of Health and Human Senvices (Continued)
Passed Through From the Kentucky Cabinet for Health and Family Services (Continued):
Immunization Cluster:
93.268 Immunization Grants H23CCH422527 (SDFB) 214,480
93.283 Centers for Disease Control and Prevention_Investigations Various 686,967 39,758
and Technical Assistance
Temporary Assistance for Needy Families Cluster:
93558  Temporary Assistance for Needy Families PON2-736-0800009693-1 950,434 636,600
93.568 Low-Income Home Energy Assistance (Note 2) Subcontract #15 6,568,242
Community Senices Block Grant Cluster:
93.569 Community Services Block Grant Various 1,519,438
93.767 Children's Health Insurance Program 05-0505KY5021 (SJBD) 47,229
Medicaid Cluster:
93.778 Medical Assistance Program 05-0505KY5048 (SAAG + SCCG) 20,617
93.889 National Bioterrorism Hospital Preparedness Program 6U3RH505962 48,529
93.940 HIV Prevention Activities _ Health Department Based U62/CCU423518 (SDGH) 124,500
93.944 Human Immunodeficiency Virus (HIV)/Acquired Immunodeficiency Virus U62CCU423571 (SDGP) 41,900
Syndrome (AIDS) Surveillance
93.945 Assistance Programs for Chronic Disease Prevention and Control U50/CCU421288.04 (SIKU & SCBI 5,928
93.977 Preventive Health Services _ Sexually Transmitted Diseases Control Grants H52CCH404333 (SDFG) 64,701 45,587
93.991 Preventive Health and Health Services Block Grant Various 95,723
93.994 Maternal and Child Health Services Block Grant to the States B04MC037803 (SJBB) 778,402 110,367
Passed Through From the Kentucky Division of Substance Abuse:
93.959 Block Grants for Prevention and Treatment of Substance Abuse M-06139639 1,042,438
Total U.S. Department of Health and Human Services $ 16,255,818 $ 1,481,221
U.S. Corporation for National and Community Service
Direct Programs:
94.002 Retired Senior Volunteer Program $ 166,989 $
Foster Grandparents/Senior Companion Cluster:
94.011 Foster Grandparent Program 418,585
Passed Through From the Kentucky Cabinet for Health and Family Services:
94.006  AmeriCorps PONZ2 730 0800006798 2 177,096
Total U.S. Corporation for National and Community Service $ 762,670 $ 0
U. S. Department of Homeland Security
Direct Programs:
97.024 Emergency Food and Shelter National Board Program $ 190,225 $
97.036 Disaster Grants-Public Assistance (Presidentially Declared Disasters) (Note 2) 10,447,237
97.056 Port Security Grant Program 276,657
Homeland Security Cluster:
97.067 Homeland Security Grant Program (Note 2) (Note 3) 242,737
Passed Through From the Kentucky Department of Homeland Security:
Homeland Security Cluster:
97.067 Homeland Security Grant Program (Note 2) (Note 3) Various 6,166,349

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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Pass Through Provided to
CFDA  Program Title Number Expenditures Subrecipient
U. S. Department of Homeland Security (Continued)
Passed Through From the Kentucky Department of Homeland Security (Continued
97.004 State Domestic Preparedness Equipment Support Program M-03055032 24,684
97.039 Hazardous Mitigation Grant M-03317490 2,719
97.053 Citizen Corps Various 624
97.078 Buffer Zone Protection Program (BZPP) Various 711,272
Total U.S. Department of Homeland Security 18,062,504 0
U. S. Secret Service
Direct Programs:
97.015 Secret Service_Training Activities 14,205
Total U.S. Secret Service 14,205 0
U. S. Marshals Service
Direct Programs:
NA Ky Explosive Incident Response Task Force 19,195
NA Fugitive Task Force 13,166
Total U.S. Marshals Service 32,361 0
Other Federal Assistance
Direct Programs:
NA FBI - Regional Computer Forensics Lab 14,437
NA Ky Criminal Enterprise Taskforce (FBI) 31,712
Passed Through Programs:
NA HIDTA - Airport Interdication Unit ISPAPP501Z 51,747
Total Other Federal Assistance 97,896 0
Total All Metro Agencies 89,495,468 6,798,137

See accompanying Notes to the Schedule of Expenditures of Federal Awards
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LOUISVILLE/ JEFFERSON COUNTY METRO GOVERNMENT
NOTES TO THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2009

Note 1- Purpose of the Schedule and Significant Accounting Policies

Basis of Presentation- OMB Circular A133, Audits of States, Loc&overnments, and NeRrofit
Organizations, requires a Schedule of Expenditures dérmaé Awards $EFA) showing each federal
award program as identified in the Catalog &ederal Domestic AssistanceCKDA). The
accompanying schedule includes all fedenang activity for the Louisville/Jefferson County Metro
Government Netro), and is presented on the modified accrual basis of accounting. Amounts are
presented net of program income, if applicable.

The basic financial statementshMétro are presented dhe modified accrual basis of accounting for the
governmental fund financial statements and the accrual basis of accounting for the goveridment
proprietary fund, and fiduciary fund financial statements. Therefore, the SEFA may not be directly
tracedle to the basic financial statements in all cases.

Note 2- Type A Programs

Type A programs foMetro are defined as any program for which total expenditures of federal awards
exceeded &,684,864for FY 09. Metro had the following programghat met tle Type A program
definition for FY ®, some of which were admingted by more than one (1) departmevietro
identified clusters among the Type A programs by gray shading. These Type A programs and clusters
were:

CFDA Program Title

CDBG - Entitlement and (HUD Administered) Small Cities Cluster:

14.218 Community Development Block Grants/ $ 11,863,52-
Entitlement Grants

14.219 Community Development Block Grants/ Smi 57,03
Cities Program

14.239 HOME Investment Partnerships Program 6,498,71(

Workforce Investment Cluster:

17.258 WIA Adult Program 2,099,59:

17.258 ARRA-WIA Adult Program 350

17.259 WIA Youth Activities 1,653,32¢

17.259 ARRA-WIA Youth Activities 227,61

17.260 WIA Dislocated Workers 7,982,63¢

17.260 ARRA-WIA Dislocated Workers 188,23¢

Highway Planning and Construction Cluster:
20.205 Highway Planning and Construction 8,471,41:
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NOTES TO THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2009
(CONTINUED)

Note 2- Type A Programs (Continued)

CFDA Program Title Expenditures

93.568 Low-Income Home Energy Assistance 6,568,242

97.036 Disaster Grants - Public  Assistanc 10,447,23
(Presidentially Declared Disasters)

97.067 Homeland Security Grant Program 6,409,08¢

Total Type A Programs $ 62,467,00:

Note 3- Programs from Multiple Funding Sources

OMB Circular A133 Section 105 def iaderad entty thateexpenps fedetal a s
awards received directly from a federal awarding agency to carry out a federalgr amo -and
t hr ough e n tfaddray entdysthatfpeovidesoanfederal award to arsgipient to carry out a
feder al program. 0

Federal program funds can be received directly from the federal government or passed through from
another entity. Below is a list of all federal programs that are funded from more than a single funding
source. They may be either (1) multiple passed through agencies, or (2) both direct and passed through
All other federal programs listed on the SEFA are from glsisource, and therefore the program totals

are evident in the SEFA.

CFDA Program Title Expenditures
97.067 Homeland Security Grant Program
Direct $ 242,73
Passed through from Kentucky Department of Homeland Security 6,166,34¢
Total Expenditures from Multiple Funding Sources $ 6,409,08

Note 4- NoncashExpenditures

There were no noncash expendituréfederal awardfor FY 09.
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CRIT LUALLEN
AupbiTtor oF PueLic AccounTs

Report On Internal Control Overrfancial Reporting
And On Compliance And Other Matters Based On An Audit Of
Financial Statements Performed In AccordanathW
Government Auditing Standards

HonorableJerry E. Abramson, Mayor
Louisville Metro Council

We have audited the financial statements of the governmental activities, the aggregatelyis
presented component units, each major fund, and the aggregate remaining fund information of
Louisville/JeffersonCounty Metro GovernmentMetro) as of and for the year ended June 30, 2009,
which collectively comprisdletrod s b asi ¢ f inteand laveassuedsotr aepoet thereon dated
December 28, 200@here in we issued our qualified opinion on governmental activities and the Special
Revenue FundOur report was modified to include a reference to other auditors. We conducted our audit
in acordance with auditing standards generally accepted in the United States of America and the
standards applicable to financial audits containedsavernment Auditing Standardssued by the
Comptroller General of the United States. Other auditors auditedirtancial statements dfletrod s
discretely presented and blended component units, as described in our repbetrans f i nanc
statements. This report does not include the r ¢
financial repoting or compliance and other matters that are reported on separately by those auditors as it
relatestoMetrod s di scretely presented component units.
results of the ot her a avdrifitamcial deportingeasdtcomplgnce®and athart e r
matters that are reported on separately by other auditors as it reldetfré¢6 s bl ended <cor
units.

Internal Control Over Financial Reporting

In planning and performing our audit, we considdveetrad s i nt er nal contr ol ove
a basis for designing our auditing procedures for the purpose of expressing our opinion on the financial
statements, but not for the purpose of expressing an opinion on the effectiveMsisodfs ialnt er n
control over financial reporting. Accordingly, we do not express an opinion on the effectiveness of the

Entityds internal control over financi al report

Our consideration of internal control over financial reporting was for the limited purposebel@so

the preceding paragraph and would not necessarily identify all deficiencies in internal control over
financial reporting that might be significant deficiencies or material weaknesses. However, as discussed
below, we identified certain deficiensien internal control over financial reporting that we consider to

be significant deficiencies.

209 ST. CLAIR STREET TELEPHONE 502.564.5841

FRANKFORT, KY 40601-1817 FACsSIMILE 502.564 . 2912

WWW.AUDITOR.KY. GOV
AN EquaL OprPoRTUNITY EmMPLOYER M / F / D



Page20
Report On Internal Control Over Financial Reporting
And On Compliance And Other Matters Based On An Audit Of
Financial Statements Performed In AccordancenWit
Government Auditing Standards
(Continued)

A control deficiencyexists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on tmely basis. A significant deficiency is a control deficiency, or combination of
control deficiencies, that adversely affects the entity's ability to initiate, authorize, record, process, or
report financial data reliably in accordance with generally@eceaccounting principles such that there

is more than a remote |ikelihood that a misstat
i nconsequenti al wi || not be prevented or det ec
defidencies described in the accompanying schedule of findings and questioned costs to be significant
deficiencies in internal control over financial reporting, which are identified as findinddEG®RO-01,
09-METRGO-02, 09METRO-03, 09METRO-04, 09METRO-05, 09-METRO-06, 09METRO-07,
09-METRO-08, 0O9METRO-09, 09METRO-10, 09METRO-11, 09METRO-12, 09METRO-13,
09-METRO-14, 09METRO-15, 09METRO-16, 09METRO-17, 09METRO-18, 09METRO-19,
09-METRO-20, 09METRO-21, 09METRO-22, 09METRO-23, 09METRO-24, 09-METRO-25,
09-METRO-26, 09METRO-27, 09METRO-28, 03METRO-29, 09METRO-30, 09METRO-31,
09-METRO-32, 03SMETRO-33, 09METRO-34, 09METRO-35, and 09V ETRO-36.

A material weaknesis a significant deficiency, or combination of significant deficieacthat results in

more than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected by the entityds internal
financial reporting was for thiémited purpose described in the first paragraph of this section and would
not necessarily identify all deficiencies in the internal control that might be significant deficiencies and,
accordingly, would not necessarily disclose all significant deficisnthiat are also considered to be
material weaknesses. However, of the significant deficiencies described above, we consider findings
09-METRGO-01, 03SMETRO-02, 03METRO-03, and 09METRO-04 in the accompanying schedule of
findings and questioned costsiie material weakness

Compliance and Other Matters

As part of obtaining reasonable assurance about whéfleenod s f i nanci al staten
material misstatement, we performed tests of its compliance with certain provisions of laws, regulations
contracts, and grant agreements, noncompliance with which could have a direct and material effect on
the determination of financial statement amounts. However, providing an opinion on compliance with
those provisions was not an objective of our audd, @&tordingly, we do not express such an opinion

The results of our tests disclosed no instances of noncompliance or other matters that are required to be
reported undeGovernment Auditing Standards

We also noted certain matters that we reported tagement in a separate letter.
Management 6s responses to the findings identif

schedule of financial statement findings. We did not audit their responses and, accordingly, express no
opinion onthem
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ReportOn Internal Control Over Financial Reporting

And On Compliance And Other Matters Based On An Audit Of
Financial Statements Performed In Accordance With
Government Auditing Standards

(Continued)

This report is intended solely for the information and osenanagementLouisville Metro Council,

federal awarding agencies apdssthroughentities,andis not intended to be and should not be used by
anyone other than these specified parties.

Respectfully submitted,
(i Vot
Auditor of Public Accounts

Decembef8, 20®






CRIT LUALLEN
AupbiTor oF PueLic AccounTs

Report On Compliance With Requirements Applicable To Each
Major Program And On Internal Control Over Compliance In
Accordance With OMB Circular A33 And On The
Schedule ®Expenditures Of Federal Awards

HonorableJerry E. Abramson, Mayor
Louisville Metro Council

Compliance

We have audited the compliance of ttmiisville/JeffersorCounty Metro GovernmeniMetro) with the

types of compliance requirements described in the U.S. Office of Management and Budget (OMB)
Circular A-133 Compliancé&upplementhat are applicable to each of its major federal programs for the
year ended June 30, 2009.

Metrob snaj or feder al programs are identified in 1
accompanying schedule of findings and questioned cdstsnpliance with the requirements of laws,
regulations, contracts, and grants applicable to each of its major federal programs is the responsibility of
Metrod smanagement. Our responsibility is to express an opiniddeind sompliance based on our

audt.

We conducted our audit of compliance in accordance with auditing standards generally accepted in the
United States of America; the standards applicable to financial audits contalBedamment Auditing
Standardsissued by the Comptroller Generdltioe United States; and OMB Circular1¥83, Audits of

States, Local Governments, and foofit Organizations Those standards and OMB Circularl83

require that we plan and perform the audit to obtain reasonable assurance about whether noncompliance
with the types of compliance requirements referred to above that could have a direct and material effect
on a major federal program occurred. An audit includes examiom@ test basis, evidence about
Metrobs compl i ance with t hmgichotkeq pracederes @ wesconsiderdd p ¢
necessary in the circumstances. We believe that our audit provides a reasonable basis for our opinion.
Our audit does not pride a legal determination detrod s compl i ance with t hose

As describd in items 09OMETRO-37, 09METRO-38,09-METRO-39,09-METRO-40, 09METRO-41,
09-METRO-42, 09METRO-43 and 09METRO-44 in the accompanying schedule of findings and
guestioned costsyletro did not comply with requirements regardiagtivities allowed or unadwed,

209 ST. CLAIR STREET TELEPHONE 502.564.5841
FRANKFORT, KY 40601-1817 FACsiIMILE 502.564.2912

WWW._AUDITOR.KY.GOV
An EquaL OprPoRTUNITY EmMPLOoYER M / F / D
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Report on Compliance it¥h Requirements Applicable to Each
Major Program A&d On Internal Control Over Compliance in
Accordance Wh OMB Circular A133And On The
Schedule Of Expenditures Of Federal Awai@sntinued)

allowable costgost principes, cash managemengarmarking, reporting, and special tests and
provisions that are applicable to the following major programs:

Community Development Block Grant (CFDA 14.218);
Shelter Plus Care (CFDA 14.238);

HOME Investment Partnership Program (CFDA239);
Disaster GrantsPublic Assistance (CFDA 97.036)

Compliance with such requirements is necessary, in our opinionM&ro to comply with the
requirements applicable to those programs.

In our opinion, except for the instances of noncompliamseibed in the preceding paragrapg¥istro
complied, in all material respects, with the requirements referred to above that are applicable to each of
its major federal programs for the year ended June 30, 2009. The results of our auditing procedures alsc
disclosed other instances of noncompliance with those requirements, which are required to be reported
in accordance with OMB Circular -A33 and which are described in the accompanying schedule of
findings and questioned costs as ite@3-METRO-55, 09-METRO-67, 09METRO-68, and
09-METRO-69.

Internal Control Over Compliance

The management dfletrois responsible for establishing and maintaining effective internal control over
compliance with the requirements of laws, regulations, cotstraand grants applicable to federal
programs. In planning and performing our audit, we considdiettod s i nternal co
compliance with requirements that could have a direct and material effect on a major federal program in
order to determine @wauditing procedures for the purpose of expressing our opinion on complamce

not for the purpose of expressing an opinion on the effectiveness of internal control over compliance.
Accordingly, we do not express an opinion on the effectivenessle#fo6 s I nt er nal co
compliance

Our consideration of internal control over compliance was for the limited purpose described in the
preceding paragraph and would not necessarily
that might e significant deficiencies or material weaknesses as defined below. However, as discussed
below, we identified certain deficiencies in internal control over compliance that we consider to be
significant deficiencies and others that we consider to be miateraknesses.

A control deficiency in an entitybds internal C (
of a control does not allow management or employees, in the normal course of performing their assigned
functions, to prevent or deteabncompliance with a type of compliance requirement of a federal
program on a timely basis. A significant deficiency is a control deficiency, or combination of control
deficiencies, that adversely aff ecamsuchthaetheemst i t \
more than a remote likelihood that a noncompliance with a type of compliance requirement of a federal
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Schedule Of Expenditures Of Federal Awai@sntinued)

program t hat I's more than inconsequenti al wi ||
control.  We consider the deficiencies in internal control over tiamge described in the
accompanying schedule of findings and questioned costs as iteM&TRO-37, 09METRO-38,
09-METRO-39, 09METRO-40, 0SMETRO-41, 09METRO-42, 09METRO-43, 09METRO-44,
09-METRO-45, 09METRO-46, 09METRO-47, 09METRO-48, 09METRO-49, 09METRO-50,
09-METRO-51, 09METRO-52, 09METRO-53, 09METRO-54, 09METRO-55, 09METRO-56,
09-METRO-57, 09METRO-58, 09METRO-59, 09METRO-60, 09METRO-61, 09METRO-62,
09-METRGO-63, 09METRO-64, 03METRO-65, 09METRO-66, 0O3SMETRO-67, 09METRO-68, and
09-METRO-69 to be significant deficiencies.

A material weakness is a significant deficiency, or combination of significant deficiencies, that results in
more than a remote likelihood that a material noncompliance with a type of complignicement of a
feder al program wil | not be prevented or detec
deficiencies in internal control over compliance described in the accompanying schedule of findings and
guestioned costs, we considemi®09-METRO-37, 09METRO-38, 09METRO-39, 09METRO-40,
09-METRO-41, 09METRO-42, 03METRO-43 and 09METRO-44 to be material weaknesses.

We also noted certain immaterial instances of noncompliance and other matters involving internal
control over compliare, which we have communicated to management in a separate letter.

Management s responses to the findings identif
schedule of findings and questioned costs. We did not audit their responses and, accavdingly
express no opinion on them.

Schedule of Expenditures of Federal Awards

We have audited the financial statements of the governmental activities, the aggregate discretely
presented component units, each major fund, and the aggregate remainingdimdtioh ofMetro as
of and for the year ended June 30, 2009, and have issued our report thereon dated December 28, 200

and therein issued a qualified opinion lgletrod s gover nment al activities
Our audit was performed for the npose of forming opinions on the financial statements that
collectively compriseMetrod s basi c financi al statement s. The

of federal awards is presented for purposes of additional analysis as required by OMB CHL88r A

and is not a required part of the basic financial statements. Such information has been subjected to the
auditing procedures applied in the audit of the basic financial stateraadte our opinion, except for

the effects on the schedule of expémais of federal awards related to the qualified opinion on the
Special Revenue Fund, such information is fairly stated in all material respects in relation to the basic
financial statements taken as a whole
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Accordance With OMB Circular A33And On The
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This report is intended solely for the information and use of the managdroaist/ille Metro Council
and federal awarding agencies and ghssugh entitiesand is not intended to be and should not be

used by anyone other than these specified parties.
J/M
rit Luallen

Auditor of Public Accourd

Sinc

Schedule of Expenditures of Federal Awards
December 28, 2009

Federal Compliance
March 12, 2010
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LOUISVILLE/ JEFFERSON COUNTY METRO GOVERNMENT
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2009

SECTION1-SUMMARY OF AUDI TORG6S RESULTS

Financial Statements

Financial StatementsWe issued a qualified opinion on the governmental activities and the Special
Revenue Fund of the Louisville/Jefferson County Metro Governnidetr¢) for the year ended June

30, 2009. We also issued an unqualified opinion on the aggregate discretely presented component units
the General Fund, the Capital Projects Fund, the Special Purpose Fund, and the aggregate remaining
fund information oMetro for the yea ended June 30, 2009.

Compliance In relation to the audit of the basic financial statementdetfo, the results of our tests
disclosedno instances of noncompliance that are required to be reported Gogernment Auditing
Standards

Internal Cantrol Over Financial ReportingOur consideration ofetrod s i nt er nal contr @
reporting disclosed6 significant deficiencies. Wbelieve four of the significant deficiencies of
internal control over financial reporting to be material wessses.

Federal Awards

Compliance We issuech qualifiedopiniononMetrod s compl i ance with the re
each of its major federal programghe results of our auditing procedures disclaseslve instances of
noncompliance, which arrequired to be reported in accordance with OMB CircutaB3. We believe

eightof the instances of noncompliance are material.

Internal Control Over Compliance Our consideration oMetrod s i nternal contr ol
disclosed 33 significant deficiencies. We believeight of the significant deficiencies are material
weaknesses.

Identification of Major Programs

Major Type A Rograms:

CFDA Program Title

CDBG - Entitlement and (HUD Administered) Small Cities Cluster:

14.218 Community Bevelopment Block Grants/ Entitlement Grants
14.219 Community Development Block Grants/ Small Cities Program

14.239 HOME Investment Partnerships Program
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SECTION1-SUMMARY OF AUDI TOR6S RESULTS

Identification of Major Programs (Continued)

Major Type A Rograms(Continued)

CFDA Program Title

Workforce Investment Act (WIA) Cluster:

17.258 WIA Adult Program

17.258 ARRA-WIA Adult Program

17.259 WIA Youth Activities

17.259 ARRA-WIA Youth Activities

17.260 WIA Dislocated Workers

17.260 ARRA-WIA Dislocated Workers
Highway Planning and Construction Cluster:

20.205 Highway Planning and Construction
93.568 Low-Income Home Energy Assistance
97.036 Disaster Grants Public Assistance (Presidentially Declared Disasters)

Major Type B Programs:

CFDA Program Title

Child Nutrition Cluster:

10.559 Summer Food Service Program for Children
14.238 Shelter Plus Care

Dollar Threshold Used to Distinguish Between Type A and Type B Programs

The maximum dollar threstfd used to distinguish between Type A and Type B programs was
$2,684,864.

Auditee Risk

Metro did not qualify as a lowisk auditee.
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SECTION 2 - FINANCIAL STATEMENT FINDINGS

Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-01: Louisville Metro Should Recognize Revenue In Accordance With

Generally Accepted Accounting Principles (GAAP)

During our FY 09 audit of the Louisville Metro CAFR, we tested significant accounts receivable and
deferred revenue bale@s. Our testing identified numerous deficiencies noted below.

e General fund deferred revenues included amounts related to:

Carry forwards: We identified instances in which excess revenues, or budget carry
forwards, are being recorded as deferred resgntAlthough the carry forwards appear

to be allowable per Metro ordinance for budgetary purposes and therefore may result in
restricted netissets or reserved fund balances, they do not meet the criteria for deferring
the recognition ofthe revenueto a future period. Examples of the types of revenues
deferred in this manner in the general fund included penalties and fees.

Donations: Our testing identified that general fund donations were being deferred if not
spent by the end of the fiscal yeddponreview of supporting documentation provided

by Metro for select transactions, we found no time restrictions placed on the donations to
permit deferring revenue until a future period.

Revolvingloanprogram: Testing indicated that loan payment receipts forevolving

loan program were deferred. Although these may be restricted net assets due to legal
restrictions on the use of the funds, we were unable to determine that they met the criteria
for deferring the recognition of the revertoa future period

e Special revenue fund deferred revenues included amounts related to:

Reimbursement basis grants: As noted in a separate finding related to JV &a®vity
METRO-05), Metro requests reimbursement for expenses from various state agencies
and federal graonrs. We noted instances in which after receiving reimbursement,
expenditures were then transferred out of the fund, creating the appearance that excess
cash was received in the fund. This excess cash was then recorded as deferred revenue,
as might be tgical in grant advances. We also noted in some cases, the expenditures
were simply moved between funds established to account for different grant years of the
same program.

Errors in reimbursement requests: Testing identified instances in which eerersnade

in requesting reimbursement from grantors, such as expenses submitted twice for
reimbursement, or a greater percentage of expenses were submitted for reimbursement
than allowed by the grant agreement. We could not determine that grantors petmitte
department to maintain the funds received in error, without which the department should
have recorded a payable to the grantor.
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SECTION 2 - FINANCIAL STATEMENT FINDINGS

Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-01: Louisville Metro Should Recognize Revenue In Accordance With

Generally Accepted Accounting Princples (GAAP) (Continued)

Donations: As noted in the general fund, supporting documentation indicated that
unspent donations were deferred to future periods. These donations did not appear to
have time restrictions from donors, and therefore did not theetriteria for deferring
therecognition ottherevenue in a future period

Carry forwards: As noted in the general fund, we noted instances in which excesses of
revenues over expenditures were deferred
to discussion above regarding budget carry forwards.

Revolving loan program: As noted in the general fund, we noted instances in the special
revenue fund in which loan payments were deferred due to the restriction placed on the
use of the funds. Refer ttiscussion above regarding revolving loan program revenue
recognition.

e Special revenue fund accounts receivable testing indicated:

Certain accounts receivables were supported by accounting system reports showing an
excess of expenses over revenuesdera or state grant programs. Supporting evidence

did not identify that account reconciliations were performed to determine whether the
excess of expenses are true accounts receivables or were book entries created by the
transfer of expenses noted in gpecial revenue deferred revenue section above. Just as
those transfers created inaccurate deferred revenue balances in the funds to which the
reimbursement receipts were applied, accounts receivable balaacesreatedn the

funds to which the expees were moved. As noted above, these expenses had already
been submitted for reimbursement, and the grantor paid the reimbursement. We were
unable to determine whether the transfers of expenses were due to errors in the original
coding, or whether it wagdue to budgetary or other reasons. Also, as mentioned above,

in some instances, the transfers of expenditures were between different grant years of the
same federal program. Therefore, auditors were unable to assess the validity of these
accounts receable.

Approximately $9.7 million dollars in accounts receivables selected for testing are in
dispute with the federal grantor. Since the grantor has not determined the amount of the
expenses eligible for reimbursement, Metro should not recognize theusesgssociated

with the grants receivable.

Metro departments are in the practice of deferring funds for budgetary purposes in instances when
restrictions or reservations of fund balance and/or net asset balances may be more appropriate. The
effect of theerrors noted above is a departure from generally accepted accounting principles (GAAP)
related to deferred revenues in the general fund and special revenue fund, as well as in accounts
receivable for the special revenue fund.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-01: Louisville Metro Should Recognize Revenue In Accordance With
Generally Accepted Accounting Principles (GAAP) (Continued)

As a result, the auditors were unable to substantiate approximately $4.8 million dollars of deferred
revenue in the general fun#i1l7.8 milion dollars ofdeferred revenue in the special revenue fund, and
$23.5 million in accounts receivable for the special revenue fund.

Also, it appears that Metro anticipated federal reimbursement for natural disasters that occurred during
the year. Althogh allowable expenses would be subject to recording as an accounts receivable,
amounts in dispute no longer meet the eligibility requirements for revenue recognition in the fund
financial statements. The auditors presented Metro with an adjustmentdasgevenue and accounts
receivable by $9.7 million dollars, and Mefrassedhe adjustment. Therefore, the financial statements

are overstated by this amount.

GASB Statement No. 33, Accounting and Financial Reporting for Nonexchange Transactiarss:requ

e Governmental fund revenues associated with governmantated and voluntary nonexchange
transactions be recognized when all applicable eligibility requirements are met and when the
funds are available. If no eligibility requirements exist, thengbeernment should recognize
these revenues in the funds when available. Goveramantated nonexchange transactions
include federal and state grants, and voluntary nonexchange transactions include donations.

e Revenues received through imposed nonexahdransactions, such as fines and penaléies,
recognized when the government has an enforceable legal claim to the resources if no time
requirements exists.

The primary focus of this finding has been on the impact of these transactions on the goadfame:n
financial statements, the general fund and special revenue fund. These funds are reported under the
modified accrual basis of accounting, and the criteria above relates to that basis. For brevity, we have
not discussed the impact of these tratisa under the accrual basis of accounting, which is the basis
used for reporting the governmenside financial statements.

Recommendation

We recommend Metro:

e Analyze its revenue sources to ensure it meets GAAP criteria for recognizing revenues to
ensue revenues are reported in the proper period, and that revenues are only deferred
when appropriate.

e Create a separate restricted donations account to segregate any donations that may have
time restrictions placed on them by the donor.

e Ensure all financiamanagers and all departmental employees who initiate JVs and code
transactions are trained on appropriate governmental GAAP revenue recognition
requirements.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-01: Louisville Metro Should Recognize Revenue In Accordance With
Generally Accepted Accounting Principles (GAAP) (Continued)

Recommendation(Continued)

e Implement standard yeand procedures to reconcile and analyze all balance sheet
accounts, including deferred revenues and accounts receivable. These procedures at the
departmentalevel should include analysis sufficient to ensure deferrals recorded in
reimbursement basis grants are appropriate and that expenditure transfers did not result in
duplicate requests for reimbursement. For compilation of the financial statements, Metro
Finance should consider the use of departmental closing reports that provide information
sufficient for ensuring proper accruals and deferrals of revenues.

Management 6s Response and Corrective Action

Metro Government strives to follow all geneyakccepted accounting principleg/hile the

current accounting method has been in place and audited since merger, Metro Government will
incorporate the recommendation of the auditor into our year end closing process. It is important
to note that this commeis related to the accounting procedure used by Metro Government and
that the funding in question, whether from donations or federal/state funding sources, has been
accounted for in the general ledger.

Metro OMB has had mandatory year end training fepdrtmental business office staff for the
past three years and will continue to require that training of all business managers. Metro OMB
has already begun the discussion of reviewing the accruals and deferrals recorded in fiscal year
2009 to determine wti entries wereappropriate accounting treatments and which shddde
beentreated as a reservations of fund balance or restricted net adsessidition to the detailed
review of accounting entries underway, Metro OMB ta&din revising and updatintheyear

end training policies to reflect the change in accounting, budgeting and grant reporting and
incorporate these changes into the mandatory training sessions that are held prior to fiscal year
end.

The commenabove includestems selected foresting that the auditor believese in dispute

with the federal grantor. Metro has already received paymeappfoximately $1 million from

the Feder al Emergency Management Agency (AFE
federally declared natal disastersin addition, there are still several reimbursement requests
outstanding that have not been adjusted by FBRB Metro Government expects to receive
payment on.The assertion that the full amount of these items is in dispute is inaccurate as
reflected in the auditors comment&mounts that have been received in full or not yet paid by

the grantordue to the timing of the requese not disputed amounts.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-01: Louisville Metro Should Recognize Revenue In Accordance With
Generally Accepted Accounting Principles (GAAP) (Continued)

Management 6s Response and Corrective Acti on

Metro Government reviewed amounts as adjusted by FEMA, amounts submitted but not yet
received, and other factors to determine thatréhenay be approximately $4 million of
receivables in dispute, less than half the amount calculated by the audiletso Government

will appeal any amounts adjusted by FEMA that we believe are eligible for reimbursamaent
anticipates that additional aounts may be received before the event is closed.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -02: Metro Department Of Corrections Should Take Immediate Steps To
Improve Its Financial Management

During our audit procedures at Louisville Metro Department of Corrections (Metrodion®, we

noted multiple significant deficiencies in internal control and numerous fraud risks, which have been
documented in separdfi@dings. The combination of these significant deficiencies kept us from being
able to reduce audit risk to an accébtalevel, thereby limiting our audit scope over the funds
administered and assets managed by this department. Examples of these weaknesses and risks include:

¢ Cash management weaknesses relating to the use of generic manual receipt books for significant
revenue sources;

¢ Improper revenue recognition for certain fees;

e Lack of appropriate segregation of duties, and lack of mandatory vacation and/etrairosg
in cash handling areas;

¢ Failure to properly tag, record, and monitor capital assets;

e Weaknessedn IT systems related to functionality or user training concerns for the Inmate
Management System (IMS) in which information necessary for proper oversight and
reconciliations could not be generated,;

¢ Inconsistencies in information obtained from employegarding control processes in place;

e Weak controls related to a federal seized property program which provided opportunities for
theft; and

e Overalll high fraud risk due to the | ack of ¢
management.

Theoverall environment at Metro Corrections provides the opportunity and incentive for fraud and error
to occur. Furthermore, the lack of strong financial management within the department decreases the
likelihood that detection of fraud and error will ocouia timely manner.

Proper internal control dictates that strong financial management exists within an organization to create
a control structure that reduces the risk of material misstatements arising from error or fraud. This is
especially true in Igh risk entities, such as Metro Corrections, due to inherently risky business
operations involving cash management and other assets that are susceptible to theft.

Recommendation

We recommend Metro Corrections immediately take steps to improve itgithamnagement

of the agency through a combination of hiring individuals with strong financial management
skills, working with Louisville Metro Finance on proper accounting for cash and assets, and
revising its policies and procedures to improve its mdkrcontrol structure to reduce
opportunities and incentives for fraud and error.

The APA has made additional specific recommendations related to the weaknesses noted above
in the other findings separately reported to management.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -02: Metro Department Of Corrections Should Take Immediate Steps To
Improve Its Financial Management (Continued)

Recommendation (Continued)

In addition, we refer this finding to Metro Internal Audit to provide assistance to Metro
Corrections in identifyingand correcting control weaknesses and deficiencies in policies and
procedures. Metro Internal Audit should determine whether further assistance is warranted, such
as the hiring of an independent consultant, request for special examination, or referrals to
Louisville Metro Police DepartmentPublic Integrity Unit.

Management 6s Response and Corrective Acti on

Metro Corrections has addressed the specific findings that lead to this comment in the
subsequent responses. Metro Corrections will coordiapfgopriate training for its business

of fice staff with the Metro Office of Ma n a ¢
Corrections has identified specific actions in the responses below that will be taken to mitigate
the control weaknesses abovkletro Corrections will also seek the services of a Corrections
consultant to assist with the review, analysis and implementation of best practices for the
business office.

Metro Corrections has also addressed the weaknesses identified above relapdaloassets

and the federal seized property program. Metro Corrections will work with the Metro OMB to a
process for the tracking and monitoring of capital assets in relation to the Louisville Metro
Government 0s Asset Ma n a g exspnaxa resittoof iis own.internaMe t r
investigation, has already taken steps to ensure that assets received related to the federal
surplus property program were brought back under the physical control of Metro Corrections
and that any property disposed &f handled according to the guidelines of the program.
Subsequent to the fiscal year end this program has been discontinued and no additional assets
will be received.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-03: Metro Department Of Corrections Should Improve Revenue
RecognitionAnd Cash Management

During our testing of revenues at the Louisville Metro Department of Corrections (Metro Corrections),
we identified multiple factors indicating a high risk of error or fraud within the department. Many of
these factors are presentedother findings, but include lack of segregation of duties, and lack of
reconciliation of the Inmate Management System (IMS) used by the agency. The auditors performed a
reasonableness test on one fee, the inmate booking fee, because the fee fiseacfatged to all
inmates and could be reasonably estimated given the known nofriberates booked into the system
during the fiscal year. The test resulted in estimated booking fee revenues of $1,131,0atmouie
recorded i n Meuntng $ysemfLeAPais$370,8406, waichds@ variance of $760,934 or
67% of the estimated revenue that should have been recorded by the department for this fee type.

This test points to three weaknesses:

e There is a failure to properly record in LeAP tiewenue earned through the collection of fees,
which should be at the point the booking fees are assessed, not only when cash is collected;

e There is a severely low collection rate for booking fees;

e Due to other weaknesses noted over controls for receipts deposits and the lack of
reconciliation between LeAP, bank statements, and the Inmate Management System (IMS) noted
in separate findings, there is an increased potential for fraud.

Earlier discussions with Metro Corrections management and employdestéd that there are
collection problems, which is not unreasonable given the type of operations handled by this department.
However, they also indicate that there are no formal collection attempts as recommended by state
statute. The department poidt® the large number of individuals processed in the system each year,
and that formal collections for this population would result in low response. Also, given the variance
noted above, there is an extraordinarily high level of nonpayment, indicatinthéhvariance could be

due to factors other than collection.

Furthermore, the variance also suggests there is a lack of understanding about when revenues should b
recognized, regardless of collections. The auditors were unable to perform ttustsgieng with other

Metro Corrections fee accounts because the revenues are notthefosard, flat rates fees, and
therefore we were unable to determine the total of misstatements in these accounts. However, based ot
this failure to properly recordevenue earned, it is reasonable to assume that errors exist in the other
inmate fee categories.

Based on the error noted, booking fees alone is misstated approximately $760,934. However, the
auditors did not submit an adjustment to Louisville MetnoaRice Department due to the likelihood of
errors noted in other accounts, the high fraud risk involved in these accounts, and due to the scope
limitation auditors had on their ability to assess those misstatements. Also, the auditor did not have
sufficiert information to determine a reasonable estimate for an allowance for doubtful accounts in the
governmenwide financial statements.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-03: Metro Department Of Corrections Should Improve Revenue
Recognition And Cash Management (Continued)

Proper internal control dictates that procedures exist to properly record revenues earned, and that some
type of reasonable collection procedures exist taking into consideration the business environment.

Furthermore, GAAP requires that revenue be receghiz the fund financial statements when it is both
earned and available. If funds are not expected to be collected within a short period of time after the end
of the governmentos fiscal year , then thef f un:t
accounting. Under the full accrual basis of accounting for the goverrmidatfinancial statements,
revenues should be recognized when earned regardless of the timing of collections.

KRS 441.265 states,
€ (6) Payment of any required fees may beomdtically deducted from the prisoner's
property or canteen account. If the prisoner has no funds in his account, a deduction may
be made creating a negative balance. If funds become available or if the prisoner reenters
the jail at a later date, the fesegmy be deducted from the prisoner's property or canteen
account.

(7) Prior to the prisoner's release, the jailer or his designee may work with the confined
prisoner to create a reimbursement plan to be implemented upon the prisoner's release. At
the endof the prisoner's incarceration, the prisoner shall be presented with a billing
statement produced by the jailer or designee. After the prisoner's release, the jailer or his
designee may, after negotiation with the prisoner, release the prisoner franpait of

the prisoner's repayment obligation if the jailer believes that the prisoner will be unable to
pay the full amount due.

Recommendation

We recommend Metro Corrections:

e Work with Metro Finance to develop procedures to properly record fees parned

e Consider establishing collection procedures for uncollected fees, such as establishing fee
payment arrangements with individuals prior to leaving the facility as recommended in
KRS 441.265 and applying funds of repeat reoffenders to their old balarstearfd

e Improve controls overall for cash and deposits, taking into consideration
recommendations made in other findings, to reduce risks and opportunities for fraud and
error.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-03: Metro Department Of Corrections Should Improve Revenue
Recognition And Cash Management (Continued)

Management 6s Response and Corrective Acti on

Metro Corrections recognizes that there is a low collection rate for booking fees. Metro
Corrections currently collects about 30% of booking fees from inma@es. a survey Metro
Corrections conducted in March 2009 with various Kentucky counties, that collection rate is
about average for Kentucky counties as well as the national average. In some instance, an
inmate is booked through Metro Corrections, but may be charged a booking fee or the
booking fee is waived depending on the arrest type (courtesy hold for another jurisdiction,
transfer in of state inmates for Jefferson County court dates, etc.) or due to the fact that an
inmate is considered indigent.

Metro Corrections currently has a policy in place (Policy208) that specifically addresses the
collection of booking fees at the time of incarceration or subsequent arrest if the inmate has an
unpaid booking fee. Due to system limitations in the pk&é§ram, the negative balance may not

be readily available if and when an inmate is booked for a subsequent arrest as inmates are
assigned a new booking number upon each arrest. Metro Corrections is working to identify a
system solution to improve theemification of inmates with outstanding booking fees. In
addition, Metro Corrections is investigating possible improvements to the Booking Fees policy
as outlined in the recommendation above to improve collection rates.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -04: Metro Department Of Corrections Should Strengthen Internal
Controls Over Inmate Receipts

Louisville Metro Department of Corrections (Metro Corrections) uses Inmate Management System
(I MS) software to Kkeep bdanca.ckhendhe inmatedstiked, anycagshed s &
their possession is taken and deposited in an account from which any fees charged to them while
incarcerated are deducted. Examples of these charges include the booking fee, medical fees,
commissary purchases, and damages to propeggupment. The auditors noted through inquiry with
Metro Corrections staff that inmates are not provided a detailed receipt of charges applied against their
accounts upon leaving the facility. They are given a check to pay out any remaining funds in the
account, but it is not unusual for the account to have a negative balance due to the account having more
charges assessed to it than funds available to cover them. Also, there is a lack of control over charges
made to the i nmat e a $or cansnmuseanynotders, butl arenmattrezjsred 40 sign
acknowledgements for other fees assessed to them.

Furthermore, upon requesting the reconciliation of the inmate account, numerous deficiencies were
noted:

e Whereas Metro Corrections reconciles the bank at e me nt for the 1 nma
financial accounting system, LeAP, it does not reconcile either the bank accounts or LeAP to
IMS, which is the original source of entry. This lack of reconciliation makes it difficult for
Metro Corrections to ideify the amount of revenues earned, and that all funds collected have
been properly accounted for.

e Unclaimed inmate funds are not being reviewed to determine whether any amount should be
escheated to the Kentucky State Treasurer.

e Repeat offenders may v& more than one account in IMS. Upon booking an inmate for a
subsequent violation, the Metro Corrections employee is not always able to determine that a
previous account exists, and therefore a new account may be created. Therefore, if unpaid fees
existfrom a previous incarceration, those fees may not be recouped in the subsequent stay.

e The IMS system does not get technical maintenance support from Metro Department of
Information Systems, but is under a separate maintenance contract. Upon requesting ce
audit information to determine whether reconciliations could be performed under the existing
system, Metro Corrections employees were ur
guestions to the vendor. Ultimately, it was determined that teeermywas limited in its
capability of providing adequate reports to reconcile inmate accounts, or identify revenues
earned versus cash collected.

Metro Corrections employees have indicated that information needed to properly reconcile inmate
accounts carot be obtained from IMS. The failure to adequately reconcile accounts, the lack of
consistent policies and procedures, and inadequate employee training appear to be the reasons for th
department 6s failure to provi defalureet@ equipet ismatd o |
acknowledgement of fees assessed on their account, failure of Metro Corrections to escheat unclaimed
funds to the state, and for creating multiple inmate accounts for the same individuals.
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-04: Metro Department Of Corrections Should Strengthen Internal
Controls Over Inmate Receipts (Continued)

The failure to properly reconcile the inmate accounts creates:

an increased opportunity for fraud;

errors in the recognizing and recording revenues;

an inability for ppper cash management, and

a potential noncompliance for failure to escheat unclaimed amounts to the Kentucky State
Treasurer.

Furthermore, the lack of detailed knowledge of the IMS system by financial managers within the
depart ment | mp aabilitysto réspoad tethnepitke noteccabave, or to assess whether the

functionality of the system or the maintenance vendor is providing the department with the tools and
resources it needs.

Proper internal controls dictate that procedures exist to retiBlcef error and fraud to an acceptably
low level. These controls should be sufficient to permit the department to reconcile its inmate accounts,
provide receipts when fees are collected from individuals and maintain documentation of these controls.

Also, automated systems should be adequate to provide sufficient level of detail to permit the
departmentdéds ability to monitor and account fo
have a detailed working knowledge of the system taesmddchanges in operations or new risks, to
evaluate the usefulness of the system, and to properly monitor contracts with maintenance providers to
ensure the department is receiving the support it needs without paying for services it does not need.

KRS 393.020 states,
If any property having a situs in this state has been devised or bequeathed to any person
and is not claimed by that person or by his heirs, distributees, or devisees within three (3)
years after the death of the testator, or if the owhang property having a situs in this
state dies without heirs or distributees entitled to it and without disposing of it by will, it
shall vest in the state, subject to all legal and equitable demands. Any property abandoned
by the owner, except a perfedle to a corporeal hereditament, shall vest in the state,
subject to all legal and equitable demands. Any property that vests in the state under this
section shall be liquidated, and the proceeds, less costs, fees, and expenses incidental to
all legal poceedings of the liquidation shall be paid to the department.

KRS 441.265 states,
€ (6) Payment of any required fees may be automatically deducted from the prisoner's
property or canteen account. If the prisoner has no funds in his account, a deaagtion
be made creating a negative balance. If funds become available or if the prisoner reenters
the jail at a later date, the fees may be deducted from the prisoner's property or canteen
account.(7) Prior to the prisoner's release, the jailer or his degignay work with the



Page43
SECTION 2 - FINANCIAL STATEMENT FINDINGS

Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-04: Metro Department Of Corrections Should Strengthen Internal
Controls Over Inmate Receipts (Continued)

confined prisoner to create a reimbursement plan to be implemented upon the prisoner's
release. At the end dlfie prisoner's incarceration, the prisoner shalptesented with a

billing statementproduced by the jailer or designedfter the prisoner's release, the
jailer or his designee may, after negotiation with the prisoner, release the prisoner from
all or part of the prisoner's repayment obligation if the jailer believes that the prisoner
will be unable to pay the full amount due.

Recommendation

We recommend Metro Corrections:

e Provide all inmates with a receipt of his/her account activity, includingopiés when
remaining funds exist or details of excess charges remaining on the account. Metro
Corrections should maintain signed/initialed receipts given to inmates, or include in files
of inmates transferring to other facilities.

¢ Require inmates to sigan acknowledgement for all charges assessed to their account.
When an inmate is incapacitated to the point that acknowledgement cannot be obtained or
that it would be useless, the acknowledgment should be noted as such and provided to the
inmate at a latedate or upon discharge.

¢ Immediately implement procedures to reconcile IMS inmate accounts to both LeAP and
the bank account, and based on these reconciliations determine what funds should be
escheated to the Kentucky State Treasurer, and whether readjnggments are needed
in LeAP.

e Strengthen policies and train employees on intake and exit procedures to ensure
employees have sufficient understanding of the system to reduce duplicate accounts and
implement the controls noted above.

e Analyze the function®f the IMS system to determine whether the data needed for the
improvements noted above can be obtained. If not, the department should consider
alternative ways to obtain the information necessary to improve its processes, including
consideration of wheer a new system is needed.

Management 6s Response and Corrective Action

Metro Corrections can and will begin issuing a receipt to all inmates upon their release from the
Corrections facility. A copy of the release receipt will be provided to thatm and a signed
copy of the receipts will be maintained at Corrections.

Metro Corrections is in compliance with KR
required fees may be automatically deducted
Metro Corrections considers booking fees a required fee and therefore does
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Material Weaknesses Relating to Internal Controls and/or Noncompliances

FINDING 2009METRO-04: Metro Department Of Corrections Should Strengthen Internal
Controls Over Inmate Receipts (Continued)

Management 6s Response a(@aohtinCeo)r r ecti ve Acti on

require a signature for that ffee. Addi ti oncz
for any items purchased from the inmate commissary. Metro Corrections will review the
feasibility of having inmates sign for charges not relate booking fees or commissary
purchases.

The Metro Corrections business office is currently working with the Metro OMB to identify and
implement procedures to reconcile the inmate account balances per IMS to the amounts held in
the Inmate Fund in LeAPCurrently, inmate funds are recorded using a booking number and a
CIN number. An inmate will receive a CIN number upon their first arrest and that number is
used to track that individual upon subsequent arrests and incarcerations. While an inmate
shouldonly have one CIN number, each booking of an inmate results in a new booking number.
Metro Corrections technology staff and busir
the system to booking numbers so that duplicated accounts are removedndadcéim be
recouped from inmates who have negative account balances.

The Metro Corrections business office wildl
regarding guidance on the escheatment of funds to the Kentucky State Treasurer.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -05: Metro Finance Should Improve Internal Controls Related To Journal
Voucher (JV) Processing

The prior year Metro Housingudit noted significant high risk JV activity indicating excessive transfers
of expenditures that made it difficult for auditors to determine the appropriateness of the transfers.
During the FY 09 audit, this risk was addressed by analyzing and testaxgiuNy governmentvide.

In performing our testing procedures, we noted the following deficiencies in our sample of 26 JV
documents:

e Eightinstances in which supporting documentation was not sufficient for reviewers to assess the
accuracy of the traastion.
¢ Nine instances in which the transaction appeared to be a result of an inaccurate process that
could result in financial reporting errors. Upon noting this in the JV test of transactions, the
auditor analyzed the JV detail for other like tranees, and noted numerous other similar
concerns.
e The auditor noted cases in which accounts payable accruals are recorded without a
review of underlying dates of service, etc.
e¢ The auditor noted that expenses cessofe tr
expenses 0 v evithoutr sippertng eéetajl o determine whether the
expenses were allowable expenses of the fund to which they were being transferred.
Moving expenses out instead of transferring cash in to cover budgetary shortfalls,
creates the potential for:
a) unallowable expenditures to be moved into restricted funds or programs,
b) false deferred revenues due to the moving of expenditures out of a special
revenue fund that has already had federal or state reimbursement requested,
c) false accants receivable due to moving expenses into special revenue funds
that have yet to compile reimbursement requests,
d) the potential for requesting reimbursements on the same expenditures for
different programs, and
e) inaccurate information for budgetary evdloa and planning purposes, since
moving expenses under or over reports the actual cost of operations within those

funds.
¢ Metro Finance sets up a separate fund for each grant year of some federal programs. The auditor
noted activity in numerous old grafitund s , some of which are p

availability. Also, the practice of creating new grant funds for each grant year also creates
reporting errors. This occurs when transfers for budgetary purposes between these funds create
unintended amunts receivable or deferred revenues balances that get carried forward to the
financial statements, even though it is really just activity for different grant years of the same
program.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -05: Metro Finance Should Improve Internal Controls Related To Journal
Voucher (JV) Processing (Continued)

During the auditords gener al anal ysis procedur
Metro departments processed approximately 12,885 JVs, accounting for 174,166 lines duidetail
the year. With this level of processing, detection of errors is drastically impaired.

One reason for the high | evel of JVs transact.
documents, such as recording cash receipts. Cash rdoeiptene departments are initially charged to
revenue clearing accounts, and then the department creates a JV to move the revenue from the clearin
account to the appropriate revenue account. Because cash receipts are not recorded as separate
identifiable document types, they cannot be distinguished betweerontine JVs. Also, departments

are not restricted from including activity related to routine revenue processing on the same JV as non
routine transactions, such as error corrections or transdfemsddition to receipt processing, the JV
amount above includes other routine processes, such as budget revisions and payroll interface lines.
According to information obtained from Metro Finance, the exclusion of these routine transactions
brings the nmber of actual JVs processed to approximately 8,600.

The high volume of JVs appears to be due to a lack of understanding regarding how transactions impact
financial reporting. Weaknesses identified above indicate that Metro departments transfeitueegend

to counteract budgetary shortfalls in a given fund. Steorh cash borrowings between funds would be
easier to track and, they would likely result in lesssrisknoncompliance with grant agreements or
other fund restrictions and less risk oflatéd accounts receivable and deferred revenues or other
GAAP departures. Also, this would provide more accurate budget to actual information for budgetary
planning purposes.

Finally, the use of separate accounting funds for each grant year of a ptegdsmo confusion, and
increases the risk of error. If this methodology is used for the convenience of employees to monitor
differing compliance requirements from one year to the next, that further supports the risk associated
with transferring of expentires between these funds.

Governments should have appropriate policies and procedures in place to promote sound financial
management, accurate financial reporting, and provide a sound basis for compliance with accounting
standards, grants, and othegreements. This entails having systems and procedures to provide
employees and financial managers the ability to assess the risk-odutore transactions from normal
operating activity and to ensure that financial transactions are processed in saght@a support
accurate financial reporting that complies with generally accepted accounting principles (GAAP) and
grantor reporting requirements. Strong internal controls dictate that all employees and financial
managers responsible for financial repugthave adequate skills and training to assess the impact of
financial transactions from both financial and budgetary perspectives.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -05: Metro Finance Should Improve Internal Controls Related To Journal
Voucher (JV) Processing (Continud)

Recommendation

We recommend Metro Finance and Metro Grants Management:

e Review the procedures for recording cash receipts and other routine processes recorded
on JVs to identify a mechanism for segregating routine processing fromoutme
transacins.

e Update procedures to require valid support for the nature of JV transactions sufficient to
assist reviewers in identifying errors, not only to support the amounts on the JV.

e Consider implementing additional yeand closing procedures to obtain inf@tmon
from departments that would assist in better assessments egngeaccruals, interfund
activity, etc.

e Establish policies to limit the use of routine expenditure transfers between funds;

e Train departmental and central financial managers and employesved with financial
reporting on establishing appropriate accounting policies and internal controls to support
accurate and compliant reporting. This training should cover policies that have led to
common errors, such as appropriate timekeepingda gayroll transfers, budgetary vs.
GAAP accounting, and revenue recognition requirements; and

¢ Eliminate, or at a minimum inactivate, old funds in the general ledger that are no longer
necessary and reasonable for proper financial reporting, and tlaé¢ c@nfusion for
employees and financial managers.

Management 6s Response and Corrective Action

Metro Government, respectfully, takes issue with several of the items in the comment and
recommendation above. The number of journal vouchers refefeatmave includes posting
transactions from Metrods subsidiary | edger ¢
budget accounts in LeAP. There are currently identifying features on all types of routine journal
vouchers referenced above (e.g.nsactions posted from the accounts payable subsidiary

|l edger, transactions posted to record daily
Journal Voucher policy does require that all journals vouchers submitted for processing by
departments iclude appropriate supporting documentation. Any journals submitted without
supporting documentation are not processed and are returned to the department for additional
information.

Finally, Metro Government does have yearend closing procedures in. plEoese procedures
are reviewed and updated annually. If the Metro OMB identifies areas that need additional
discussion during the year, the procedures are updated to reflect the new requirements.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -05: Metro Finance Should Improve Internal Controls Related To Journal
Voucher (JV) Processing (Continued)

Management 6s Response and Corrective Acti on

Metro Government also takes issue with the i
vouchers processed. Tleeis not a correct number of journal vouchers that can be processed,
journal vouchers need to be processed until the books accurately reflect the transactions of the
entity. Metro Government continually works to record accurate information in the general
ledger and will record entries as needed to reflect the most accurate information possible.

Metro Government has historically tracked grant funding for two Housing and Urban
Development programs, Community Development Block Grantsl@NEE, by using a eparate
accounting fund for each year of funding. All other federal grants are each reported in their
own accounting fund. Metro Government recognizes that improvements can be made in the
tracking of these funds and is currently reviewing the grant fandsgrant accounting policies

to ensure all funds are tracked properly and used in accordance with the grant program
requirements.

Auditords Reply

As noted in the finding, the exclusion of t|
stllleves approxi mately 8,600 JVs processed. i
to the number of JVs the government should process, but is intended to point out that the volume
of JVs processed is likely a contributing factor in the numeroussearad control deficiencies

noted during the audit. JV transactions are typically-mooiine transactions and should be

given more oversight by financial managers. The JV volume itself suggests that it would be
difficult and time consuming to properlyrsitinize these highisk transactions. Therefore the
auditors reiterate the recommendation that Metro Finance review its procedures to look for ways
to identify the riskiest transactions and improve its oversight of them.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-06: Metro Finance Should Improve Internal Controls Over Bank
Reconciliations

During the review of internal controls over cash, auditors reviewed three months of bank reconciliations
to ensure they were being completed accurately and in a timely manner. Of the %fliaéoos
completed in that time span, we noted that 86 of them were either missing, not dated, and/or not
completed within 10 business days of the fol
Management Policies.

Met rods bank aogerecanniledstimedyrtedetacbdiscrapancies between the bank and
recorded transactions in Metrod6s financial acco
leave Metro susceptible to errors and decrease the potential for detection of dreard.or

Metro Finance Cash Management PolicxCas h Recei pts and Reconcil i
departments that are responsible for reconciling their bank account, the appropriate departmental staff
member must prepare bank reconciliations monthihthie entire month of activity. The reconciliation

will be submitted to the designated account reviewer by thd10s i ness day of the f

Recommendation

We recommend Metro Finance implement procedures to ensure all bank accourdsraniéece
monthly and bank reconciliations are completed in a timely manner.

Ma n a g e me ndnge sand Rarsctive Action Plan

Metro Government has a Cash Receipts and Reconciliation policy in place that is followed.
During the period under audit, thecéounting Supervisor was on medical leave for three
months. At this time the Administrator of Accounting and Finance Accountant Il were
performing the Supervisors duties to ensure continuity of controls. The Administrator of
Accounting and Finance Accaiamt Il both resigned from their posts at Metro Government
shortly before the return of the Accounting Supervisor from medical leave. Upon the
Supervisors return, it was found that reconciliations either had not been completed or were not
completed timgl The Supervisor worked witlt@unting staff to ensure that all reconciliations
were completed. While the reconciliations may not have been completed timely, they were
completed and reviewed appropriately.

Metro Government will work with the appropte staff to ensure that all reconciliations are
completed timely and that documentation of the date of preparation and review are recorded on
the reconciliation.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -07: Metro Finance Should Improve Cash Management Procedures

The Metro fhance Cash Management Division receives cash deposits from various departments within
the government. These transactions are recorded through a cashier system named Store Operations PC
(LeAP Cashier), and then deposited by Metro Finance Cash Managsta#nt We noted several
weaknesses regarding the handling of cash receipts:

e Lack of adequate segregation of duties existed between the receiving and recording of cash
collections, balancing of daily cash receipts to cash recordings, performance alticewta of
the cash drawer, preparation of the deposits, and voiding of transactions. One staff member has
the ability to receive cash receipts, input the receipt information, prepare receipt reports, perform
daily count and reconciliation of the caskawer, preparation of deposit, access to the safe, and
the ability to void transactions.

e Prepared dposits were not stored ithe safeat all times. Auditors observed a previously
prepared deposit held in the cashierods dr awe

e Cash counting area was notsee or free of interruptions. The Metro Cash Management cashier
performed cash drawer closing procedures in the reception area, which is open to other
individuals, ands an area used by other employees to enter and exit their offices.

e The cash drawer ihades a large change fund. The cashier maintains a balance of $500 in the
drawer, although no sales occur from this drawer and departments bring departmental deposits
complete and intact, requiring no change.

e When the daily cash count is performed for-efdlay closing procedures, the cashier does not
document the cash by denomination.

e Receipts are not batched daily with the beginning and ending numbers documented, including
any voided receipts.

e Based on initial inquiry, auditors were told surprise caslmts are not performed. However,
later inquiry indicated that surprised cash counts are performed by a Metro Finance Cash
Management employee and also by the Controller but are not documented. This indicates
multiple individuals may access the cash drawithout documentation of date, time, or
purpose.

e The cash drawer is not-eount ed by the cashierds supervi
Management employee at the end of the day as part of the routine closing process.

e Checks electronically transmitte t o t he bank are not revi ewec
other Metro Finance Cash Management employee. Furthermore, the cashier has the ability to
modify the dollar amount of checks transmitted to the bank when the check scanner does not
automaticallypick up the dollar amount. This manually entered check amount is not flagged on
final statements to permit review or inspection by supervisors, nor are supervisors required to
verify the manual adjustment.

e Backup for the cashiering function is perfoech by another Metro Finance Cash Management
staff member. Although both have separate login Ids for the LeAP Cashier system, they share the
same cash drawer. Furthermore, the hgzkemployee is the same person responsible for
verification of the deposifsand was identified as the Metro Finance Cash Management
employee that performs surprise cash counts without documentation.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09METRO-07: Metro Finance Should Improve Cash Management Procedures
(Continued)

The weaknesses noted above were dud¢oldck of management emphasis on implementation and
enforcement of consistent policies and procedures and effective controls to ensure that agency assets ar
safeguarded. Furthermore, there appears to be a lack of understanding of the risks assthciated wi
controls over the cashiering function.

Without the implementation of effective internal controls, management is not addressing the risk
inherently associated with cash. The lack of effective controls increase the risk that errors or fraud are
detected late or possibly remain undetected.

Sound internal controls promote good business practices providing reasonable assurance that assets al
safeguarded, financial records and reports are accurate, policies and procedures are adhered to, an
effective and efficient operations are in place. In addition, good internal controls will help to ensure that
cash related transactions are fully documented and provide an audit trail and trace properly between
agency records and the corresponding bank deposit.

Recommendation

Based on the control weaknesses noted above, we recommend the following:

e Supervisors should verify cash deposits, voided transactions, and cash overages/shortage.
Evidence of this verification should be maintained in the form of a sigorofieposit
slips, voids, and checkout sheets.

e Prior authorization from a supervisor/manager should be obtained for voided
transactions.

e All copies of voided receipts should be maintained with documentation of the reason for
the void.

e Verification procedtes should be performed by an employee with no cash handling
responsibilities to ensure that amounts deposited equals receipts per LeAP Cashier. When
smal | amounts of cash are held due to Me!
deposit, the depdsshould still be prepared and included on a separate deposit ticket for
that date to permit reconciliation to the daily receipts.

e Cashier function should be reviewed and incompatible duties should be separated. In the
event that staffing limits proper geegation of duties, appropriate compensating controls
should be implemented to ensure funds are properly protected.

e A daily cash checkout sheet should be maintained to track the total amounts for each
denomination in addition to total of all checks scahnélhe employee preparing the
checkout sheet should sign the form, and the checkout sheet should be reviewed and
signed by the supervisor verifying the amounts.

e The LeAP Cashier reports should include the range of receipt numbers processed for the
day, wih the duplicates maintained with the daily work. This documentation should
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09METRO-07: Metro Finance Should Improve Cash Management Procedures
(Continued)

Recommendation (Continued)

indicate the beginning and ending receipts number, as wekny voided receipt
numbers. There should be verification that the ending receipt number corresponds with
the beginningeceipt number for the following day. The LeAP Cashier reports should
have a control number to account for all printed copies, witineous copies printed for
balancing attached.

e The cash drawer should be recounted by a supervisor at the end of the day. Also, the
deposit should be recalculated and checks compared to the transmitted total. The
supervisor should document the review initialing the LeAP Cashier report, daily
checkout sheets, and deposit slips.

e Metro Finance should discuss with the bank whether there are mechanisms available for
denoting manually input check amounts.

e Surprise cash counts should be performed pedigiat various cashiering locations in
Metro, and documented. Documentation should include who performed the cash count,
should follow the daily checkout sheet to document total checks and cash by
denomination, and ensure the total sales recorded reedo@mounts on hand. Surprise
cash counts should always be performed with a witness, and not performed by individuals
with routine operating access to the drawer.

e The change drawer be reduced and/or eliminated since it is used only for departmental
depo#ts and not customer sales. Metro Finance may consider implementing a petty cash
fund for nontransaction cash services, such as providing change. Petty cash procedures
should be established to ensure petty cash stays balanced and is routinely reconciled

Ma n a g e me ndnge sand Rarsctive Action Plan

Metro Government recognizes the importance of controls over cash and cash receipts and has
documented procedures used by all Metro Government departments outlining the expectation of
controls over cashrad cash receipts. The Cashier function of the Metro OMB receives and
deposits funds for its own department and other Metro Departments that do not have a separate
bank account. Metro Government believes that while there are improvements to be made in the
segregation of duties of the Cashier function, cash and cash receipts received by the Cashier
were maintained in a secure location and cash and cash receipts were properly processed and
deposited by the Metro OMB.

Due to changes i n oliyeregarding Ghecksecashad dy thedMetropOMB
Cashier, it has been determined that there is no longer a need for a cash drawer balance to be
maintained by the Cashier. The Cashier will still be receiving cash from deposits and the
following changes to pwmy will be implementedto ensure cash is securely held:
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FINDING 09METRO-07: Metro Finance Should Improve Cash Management Procedures
(Continued)

Ma n a g e me ndnsesnd Rarsctive Action Plan (Continued)

Cash received each day will be counted byGashier and verified by the Cash Management
Coordinator. Both the Cashier and Cash Management Coordinator will sign the cash count.

The cash count will include the number of each denomination as well as the total of each
denomination. Surprise cashuwts will be conducted as determined by the management of the
Metro OMB.

Daily LeAP Cashier Reports will include the beginning and ending number of all receipts issued
for the day and duplicates maintained with this work. Voided receipts will be pedckegshe

Cash Management Coordinator and will be maintained in the daily cash receipts documentation.
In addition, system security has been changed so that the Cashier no longer has the ability to
enter voided transactions.
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FINDING 09-METRO -08: Metro Purchasing Should Improve Internal Controls Over Contracts

And Update Policies And Procedures To Better Reflect Current Practices

During the FY 2009 Louisville Metro CAFR audit, our test of contract files identified the following
weaknesses for vendor doect files, professional service contract files, and for Metro Purchasing
policies and procedures:

Vendor Contract Files

One contract file contained correspondence indicating thatctirgractwas awarded to one
bidder without review of other proposabsd did not contain a bid evaluation sheet from the
department. The correspondence indicatedtthatother submitted proposals were not graded
because they did not address all parts of the Request for Proposal (RFP). However, during the
proposal period,the department indicated in formal response to proposers that partial
submissions were acceptable. Therefore, the department had an obligation to grade partial
submissions for the sections they addressed. Also, correspondence indicated that thedbidder h
the lowest overall bid, but since the invitation to bid did not indicate the award was based on
lowest price, this criterion alone is not sufficient for the contract award.

Two contract files did not have the Human Relations Commission response dclimnetite
contract bid file as required by Metro Purchasing for bids issued after 2008. This documentation
ensures Human Relations Commission records have been checked to ensure that potential sub
contracting is disclosed and that females and minoritiesgaven equal opportunity to sub
contract with the vendor.

Two contract files did not have the Revenue Commission response documented in the contract
bid file, as required by Metro Purchasing for bids issued after 2008. This documentation ensures
all vendbrs doing business with Louisville Metro pays taxes iand good standing by paying
Louisville Metro local taxes timely.

One contract file did not have a Purchasing Evaluation Sheet, which indicates the Metro
Purchasing buyerés aevoewaond the Budchasfionr
approving the bid awarded.

One contract file did not include a written findings form, as required by Metro Purchasing to
document why a sole sour@amergencyr professional service contract is needed.

One cottract file could not be located by Metro Purchasing staff.

Professionafervice Contract Files

All nine professional services contract files tested lacked documented evidence of reviews
performed by the Accounts Payable staff.

Three professional serviceont r act files did not have the v
identified, or indication that the vendor was in good standing with the Revenue Commission.

One professional service contract file was missing both a written findings form and contiact da
sheet.

One professional service contract file included contract data sheet that did not have account
coding provided, and the written findings form did not indicate why a professional service
contract was used.



Pages5
SECTION 2 - FINANCIAL STATEMENT FINDINGS

Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -08: Metro Purchasing Shauld Improve Internal Controls Over Contracts
And Update Policies And Procedures To Better Reflect Current Practices (Continued)

Metro Purchasing Policies and Procedures

During inquiry with Metro Purchasing and Metro Account Payable staff, the auditonfeasied that
purchasing policies are under review and will be updated. The following items identify differences
between the existing written policies and current practice:

e Metro purchasing policies indicate a written findings form is required when arcyag@as a
request for a sole source vendor determination. Metro Purchasing is no longer requiring
agencies to submit this form for a sole source request as long as they can provide support
indicating why the vendor should be deemed a sole source provider.

e Metro purchasing policies indicate that any contract over $100,000 must be sent to the Metro
Council for review. However, MetrdPurchasing does not submit contracts for the Metro

Council 6s review, except for pr bidhenaysexaudea | S
| arge construction contracts ofr ot her i nf or
function.

e Metro Purchasing currently requires all buyers to include a documented response from the
Human Relations Commission and Revenue Commigsiaall vendors who have been awarded
a bid, before the bid is to be releaséthis documentation was not required on bids issued prior
to 2008. Testing indicated 10 files were missing the documentation, but only 2 of those bids were
issued after 2008 asdicated in the test exceptions above since Metro Purchasing policy was not
in effect.

The weaknesses noted above can be attributed to oversight during the review process combined with
buying departmentsé f ail ur eDuéto thd variarices wetwdentexisbng p u r
written purchasing policies and practice, there may be some confusion among Metro departments and
Metro Purchasing staff who perform the contract file reviews.

Metro has adopted by executive order the Model Procemer@ode detailed in KRS 45A.34560.
Therefore, the failure to perform accurate and thorough reviews to detect violations of purchasing
policies may lead to contract awards that violate state statute and Metro policies.

Proper internal controls dictathat documentation to support the procurement of services and
commodities should be adequate to reflect that contracts are awarded fairly and in compliance with
policy and regulations.

Also, proper controls dictate that written purchasing policiespaodedures are ujp-date to serve as
guidance for buyers, reviewers, management, as well as vendors and contractors.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -08: Metro Purchasing Should Improve Internal Controls Over Contracts
And Update Policies And Procedures To Better Redict Current Practices (Continued)

Recommendation

We recommend Metro Purchasing:

e Update its purchasing policies to reflect current practices and clarify required
documentation.

e Create a checklist for the Metro Purchasing and Metro Accounts Payabl®sia# in
reviewing contract documentation.

e Ensure reviews of all contract documentation are well documented to indicate the
appropriate documents are on file to support the contract awarded, and to ensure all
policies and regulations have been followed.

e Conduct periodic training of all Metro departmental staff with purchasing responsibilities
on policies and procedures, especially when policies have changed.

e Ensure purchasing policies reviewed annually to ensure consistency with requirements
containedm the Metro budget ordinance.

Manage me nt seandR@arecpve Action Plan

Metro Government is currently in the process of updating the policies and procedures related to
Purchasing. Several of the items included in the finding above are beingsaddrin the policy
revisions currently underway. However, several items included in this finding were not in
violation of Metro Governments policy as indicated above and are incorrect as stated in the
finding above.

The auditors finding related to tHack of documentation from the Revenue Commission and
Human Rel ations Commission is inaccurate.
dictate that printed copies of this verification. Metro Purchasing staff indicated that the
required compliance vdications related to the Revenue Commission were made by indicating

t hat on the file. Upon further review by Me
policy does not require to maintain printed copies of the Human Relations Commission
verification, the verifications in question were actually found to be in the bid folders. One was
maintained electronically and the other was attached to the Bid Evaluation Form. Metro
Government is currently in the process of ensuring that all Human Re&aBommission and
Revenue Commission verifications be printed and retained in the contract file through the policy
revisions currently underway.

As stated above, Metro Government is currently in the process of revising and updating the
Purchasing Poliees and Procedures to reflect the current process that is in place in Purchasing
and to remove outdated items, such as the requirement for a written findings form for sole source
contracts, from the policy.
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FINDING 09-METRO -08: Metro Purchasing Should Improve Internal Controls Over Contracts
And Update Policies And Procedures To Better Reflect Current Practices (Continued)

Ma n age me nt gesndRarsctve Action Plan (Continued)

The Metro Government 6s AccountdevelBping adhecldist di v
for all Professional Service Contracts. This checklist will document the review performed by
Accounts Payable as well as verification of the Revenue Commission number of the vendor. Itis
important for the auditor to note that nall vendors may have Revenue Commission numbers.
Vendors that are neprofits with no employees are not required to have a Revenue Commission
number.

The Metro OMB will continue to provide training to all Metro departments as needed.

Audi torés Reply

The auditor was informed that verification from the Revenue Commission for bids issued after
2008 should be evidenced by either a hard copy of the verifications in the bid file, or an
electronic copy maintained by Metro Purchasing staff. The instanted mothe finding for lack

of verifications from the Revenue Commission and the Human Relations Commission were all
for bids issued after 2008. During the audit, neither hard copies nor electronic copies of the
verifications were located for the bid filasted.

Also, the auditor is aware that rAfor-profit organizations with no employees are not required to
have a Revenue Commission number. However, we recommend in those cases, the contract file
contain some notation of the inapplicability of the Rexee@ommission number. The checklist

in development by Metro Accots\Payable may be a useful tool fois documentation.
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FINDING 09-METRO -09: Metro Should Comply With KRS 45A.365 In Awarding Bids

During our audit of Metro purchasing policies andgaaures, we noted that during FY 2009 Metro
awarded contracts for certain services to multiple vendors to create a vendor pool, as opposed to
awarding contracts to either the lowest bid pracelowest evaluated bid pricas required by KRS
45A.365. Accoding to Metro personnel, this pooling methodology was intended to promote
competition and expedite small purchases for certain skilled services, such as roofing, plumbing,
HVAC, etc., by creating a pool of vendors that were in essencaupnerized for th service.
Departments were required by policy to contact several vendors within the pool for price quotes for
specific jobs, and select the vendor with the lowest quoted price for the work at hand. However, based
on review of internal memorandum and lgsss, it appears that the methodology did not promote
competition and departments utilizing this methodology still awarded specific jobs to one or two
vendors within the pool. More importantly, the methodology violated statutes for competitive sealed
bidding.

Various departments within Metro need skilled technicians for building maintenance, repairs, and other
services. Competing objectives between the departments makes it difficult to award single vendor price
contracts for these services. This polegs to permit flexibility for departments in hiring technicians

for jobs with an overall cost less than $10,000 bid limitation, but Mette these services greatly
exceed the $10,000 bid threshold. The effect of this policy is honcompliance with KlRB685or
competitive bidding.

This policy was reviewed by Metro Finance Purchasing Division and the Jefferson County Attorney
during FY 2009, and it was deemed to be noncompliant. Although internal memorandum directed
departments to end the practicegtkd Purchasing indicated thatbglding in a manner that follows the
statutes takes time to implement due to the coordination of the various departments. Therefore, Metro
Purchasing authorized agencies to continue to utilize this methodology throug¥ioR009 until
alternative bids could be put into place. However, Metro Purchasing indicated it did implement
procedures beginning in February 2009 to properly evaluate the process and create appropriate
specifications that would cover all departments éarch trade. Under the new process, Metro
Purchasing indicated that bids will be awarded to primary, secondary, and tertiary contracts to give
flexibility to departments in the event a contractor is not available for a specific job.

KRS 45A. 3 &5(5) A toatraceshall befawarded with reasonable promptness by written notice to
the responsive and responsible bidder whose bid is either the lowest bid price or the lowest evaluated bid
price. o

Recommendation

We recommend Metro Purchasing continuebidding service contracts that were awarded in
violation of KRS 45A.365 until all bids are compliant with the statute. Furthermore, we
recommend Metro Purchasing review all policies and procedures to ensure compliance with the
Model Procurement Code andeio Ordinance, and seek input and guidance from the Jefferson
County Attorneyb6s office as needed.
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FINDING 2003METRO-09: Metro Should Comply With KRS 45A.365 In Awarding Bids
(Continued)

Management 6s Response and Corrective Acti on

Metro Governm nt 6 s Purchasing Division identified
attention of the auditor. The pooled vendor concept was in response to a Metro Government
department that felt having a primary vendor led to price gauging by the vendor. Tled poo
vendor concept was to bid and award to a pool of vendors that would be used on jobs estimated
to be under $10,000. Price quotes would be obtained from at least three of the vendors from the
pool and the job awarded to the lowest quote. It was detedrdy Metro Government that this
method of bidding did not meet the requirements of KRS 45A.365 to award to the lowest bid or
the lowest bid price. Therefore Metro Government discontinued this practice and has rebid alll
but one of the contracts that ciatered part of the pool. The one remaining contract will be
rebid in accordance with KRS 45A.365.

Audi torés Reply

Although Metro Purchasing did discuss this issue with the auditor, auditors noted concerns
regarding the use of the pooled vendor concejutr go that communication. However, we
appreciate that Metro Purchasing made an independent determination on the noncompliance of
this methodology and took steps toward corrective action prior to the end of the fiscal year.
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FINDING 09METRO -10: Metro Purchasing Should Identify Required Elements For All Metro
Contracts, Including A Right-To-Audit Clause

During our audit, information came to our attention indicating potential weaknesses regarding an
economic development loan between Louisville Metro B&dFinancial, Inc. In this loan agreement,
Louisville Metro Economic Development entered into a $1.8 millioge& forgivable loan for the
restoration and rehabilitation of the Starks Building and/or vacant space in the Kektiaas Building

for the pupose of continued redevelopment of the area in the Fourth Street Entertainment District. Two
weaknesses were identified related to this agreement:

e The agreement did not contain a rigdaudit clause. Audit clauses permit the government to
review financial records of entities it does business with to ensure funds are spent appropriately
and in compliance with terms of the agreement. A review of other agreements entered into by
Louisville Metro Economic Development indicated the existence of suchuseglaut it appears
to have been omitted from tkmanagreement.

e When questions were raised by the Louisville Metro City Council as to the use ofuhdse
LG Financial, Inc., agreed to permit a review of its records, but the written agreememntexbntai
rigid limitations and imposed penalties for any breach of the provisions of the agreement. The
limitationswithin this agreement included:

e All documents must be reviewed in the Maryland offices of LG Financial, Inc.;

e Only one member of the review tmawas permitted to make notes and notes were
required to be exempt from disclosure und

¢ All members of the review team were required to sign strict confidentiality agreements;

e The agreement and any dispute arising in conmeetith matters contemplated under the
agreement were to be governed in all respects by the internal laws of the State of
Maryland,;

e The only written statement permitted under the agreement was required to follow the
form of a sample letter attached to tgreement, and restricted further written or verbal
statements concerning the materials reviewed.

The auditor did not ascertain the cause for the missing audit clause in the amended agreement. The
omission of an audit clause from such a significant ageeem i mpairs Metrods &
monitor the projects it funds to ensure its resources are used appropriately, for necessary and reasonabl
expenses, and the benefit of its taxpayers.

Al t hough we recogni ze t haequirMgtherbarroveer t@pgrovideaetasls ofve r €
its use of the funds due to the lack of an audit clause in the contract, by signing the confidentiality
agreement as it existed, Metro became a party to the limitations that impaired its responsibility for
trangarency and accountability of its operations. While it is reasonable to want to avoid disclosure of
certain proprietary information which would i mj
was so restrictive that it offered little or no mutpadtection to the government or its taxpayers.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -10: Metro Purchasing Should Identify Required Elements For All Metro
Contracts, Including A Right-To-Audit Clause (Continued)

Proper internal control dictates that government policiesreghttansparency and accountability to its
citizenry, which requires open inspection of its expenditures. This objective is met through agreements
that permit the right to audit books and records of vendors, contractors and borrowers it funds to ensure
taxpayer dollars are used for intended purposes.

Recommendation

We recommend Metro Purchasing devebopolicy of required elements for all contracts and
agreements entered into by Louisville Metro agencies, utilizing the services of the Jefferson
County Attorney as needed. We recommend a rigkaudit clause be one of these required
elements. We understand Louisville Metro Council has taken steps to create an ordinance
granting the government the ability to audit entities with which it provides fundtayever,

this should be reiterated in contract language to ensure all parties entering into the agreement are
aware of the requirement.

Ma n age me ndnge sind Rarective Action Plan

The loan agreement reviewed by the auditors was for a forgivable IoBhe purpose of
forgivable loans is to induce the recipient to take an action which it would not or could not
undertake but for the receipt of the loan. In a typical situation, the action being induced is the
construction or reconstruction of a facjlithat will be used by the recipient for a purpose which

will create jobs and generate tax revenue. In those instance, the only way the Metro can verify
that the loan was used for the intended purpose is to require the recipient to submit evidence of
tsexpenditures to construct or reconstruct t
provision is included in Metrobds agreement w

The loan reviewed was not a typical loan as described above. The purpose of the loan was to
provide funds to be used by LG Financial, Inc. solely to provide tenant assistance to attract new
retail, restaurant, and office and entertainment tenants. In this instance the recipient is not using
the loan proceeds to construct or reconstruct a facilitit,tb induce a third party to lease space
within the complex owned by the recipient. The proof that the forgivable loan was used for the
intended purpose as outlined above would be a signed lease which provides for the payment of
the tenant assistance, @py of the cancelled check from LG Financial to the tenant, receipt
from the tenant acknowledging receipt of the funds, and evidence that the tenant opened a
business at Fourth Street Live! If Metro Government receives the evidence above, then it is
assued that LG Financial has fully complied with the terms of the forgivable loan and used the
proceeds for the intended purpose.

In the specific loan agreement questioned, Metro Government was provided with the evidence
referenced above and, acting with abundance of caution, felt further evidence was required as
the tenant leasing the space at Fourth Street Live! is owned by an entity with common ownership
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 2009-METRO-10: Metro Purchasing Should Identify Required Elements For All
Metro Contracts, Including A Right-To-Audit Clause (Continued)

Ma n a g e me ndnsesnd Rarsctive Action Plan (Continued)

as the borrower. Metro Government requested, and was permitted, to review the expenditure
records to ensure that the loan proceeds were usethéontended purpose. The records were
reviewed by the Metro Council President, M ¢
Director of Economic Development, and the Financial Director and Legal Counsel of the
Economic Development Department. Thee findividuals who reviewed the use of funds
documented that the funds were used in accordance with the loan agreement and the
expenditures by the tenant were for the property the loan agreement intended.

Metro Government will continue to ensure that tise of government funds is transparent to its
citizens. Metro Council has enacted an ordinance that requires all loans over $150,000 to be
approved by the Metro Council prior to the release of funds. Metro Government will also work
to ensure thatalent racts contain a éright to audité
government funds is transparent to the citizens of Metro Louisville.

Auditords Reply

Metrobs response indicates that the individ
the funds were used in accordance with the loan agreement, and the expenditures by the tenant
were for the property the loan agreement intended. However, the auditor would like to point out

t hat Metro I nternal Audi t 0agreamenp docutmentecha stopee u
limitation and does not offer assurance on the completeness, accuracy or reliability of the
documents reviewed.
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FINDING 09METRO-11: Metro Finance Should Properly Segregate Duties Related To Void
Check Processing

During aur audit of accounts payable, we noted a lack of segregation of duties over the processing of
voided checks. The auditor noted that one person performs all of the following processes:

e The Metro Finance Cash Management cashier receives the void chedievdnmn Metro
Finance Accounts Payable along with original éhec t h at have been mar

cancel , 0 drvofirdeihd wWe .00
e The cashier then processes the void in the system, cuts out the signature on the check, and files
the check.

e The systm generates a voided check report, and the cashier performs a reconcilldters.
was no evidence of additional review of the reconciliation and/or voided checks.

Metro Finance Cash Management employees are not following written policies and preaaekire
voided checks. As a result of this lack of segregation of duties, there is an increased risk that
misstatements caused by error or fraud may occur but go undetected. Also, significant weaknesses were
noted over the cashiering process as noted separate finding, which further increases the risk of
undetected errors or fraud.

Good internal controls dictate that incompatible duties of processing voids, recording them in the
financial accounting system, and reconciling void check reports be [y&agregated to reduce the
risk of error or fraud.

Recommendation

We recommend Louisville Metro Finance follow established policies and procedures for
processing voided checks and segregate the duties to ensure the person processing voids is No
the @ame person that receives and reconciles them. Also, the department should consider
maintaining a copy of the original payment document and/or invoice with the void request.

Management 6s Response and Corrective Action

Metro Government places greatportance on the processing of checks and the process of
voiding checks. While Metro Government will ensure that all applicable policies and procedures
are being foll owed, Metrods wuse of Positive
cashed arechecks that Metro Government has issued and considered negotiable. Voided and
canceled checks are reported to the bank through Positive Pay and are not cashed for Metro
Government by the bank. As an additional safeguard, Metro Government will ensure tha
appropriate segregation of duties exists for the voiding of check in the financial system.
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FINDING 09-METRO -12 Metro Finance Should Improve Internal Controls Over Payroll Check
Distribution

During the course of our audit, we noted that the LouswWletro Finance Payroll Division was not
reconciling the number of <c¢checks printed to tF
Management Divisiono reports. I n processing pa
reports each pay ped of the number of checks printed for each department, and the report was then
forwarded to Metro Cash Management Division along with the actual checks for disbursement. The
report was used as a departmental sign off sheet when checks were pickéetngpCash Management
Division performed a reconciliation between the Transfer of Checks report and the number of checks
received, and documented the discrepancies on the payroll report. However, Metro Cash Management
Division did not investigate the camdor the discrepancies, or communicate discrepancies to Metro
Payroll Division for correction.

Metro Finance indicates the variances in the Transfer of Checks report may indicate the existence of
zero dollar checks printed but removed from the checks tee@ash Management for distribution.
Furthermore, Metro Finance stated that compensating controls are in place to ensure these variances d
not result from terminated or transferred employees that may continue to be paid in error after
termination or p@ under the wrong departmental codes. However, without further investigation and
documentation of the cause for the variances, there is an increased risk that errors in payroll check
distribution could exist and not be detected.

Good internal controlslictate that reconciliation of payroll data be performed to ensure accuracy and
completeness, and to ensure that payroll distribution records are accurate.

Recommendation

We recommend Louisville Metro Finance Payroll Division reconciles payroll chieckke
ATransfer of Checks from Payroll Di vision toc
them to Metro Cash Management Division for disbursement. We also recommend any
discrepancies in the number of payroll checks noted by Metro Cash Manadeivisiin be
documented and sent to Metro Finance Payroll Division for prompt investigation.

Ma n age me ndnge sind BR@rective Action Plan

During a review of this process, Metro Government determined that it is more appropriate to
move the check primtg function from the Payroll Division to Cash Management. The Payroll
Division will initiate the printing of payroll checks and will run a report to summarize checks
printed by department. This report will be taken to Cash Management and the Cash
Managenent staff will check the number of checks printed to this report. Any discrepancies
noted will be reported to and investigated by Payroll. The reconciliation of checks printed to
checks issued will be maintained by Cash Management.
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FINDING 09METRO-13: Metro Human Resources Should Implement Procedures To Improve
Documentation Related To Personnel Actions

During our audit of payroll and personnel, we noted that Louisville Metro Human Resources
Department does not keep an updated position personnecandaon f orm ( PPAF) I n
file. We noted 13 instances in which employee files did not have an updated PPAF form. Auditor noted
there was no consistency in pay rates per the PPAF and the pay register. According to Human Resource:
acurrent PPAH s filed in every employeeobds folder t
demotion, transfer, change job data, change position data, reclassification, and creation of new positions
for employees.

Without having the most current PPAF on file, theram increased risk that an employee could be paid

an incorrect salary, or improperly classified in the payroll system, or that changes can be made to an
empl oyeebs fil e wit hoDue toahe oo motedaauditorsamere bnablei ta a t
determine that all changes were properly authorized.

According to the Instruction Manual for the Position and Personnel Action Fdrne
Louisville/JeffersonCounty Metro Government Position and Personnel Action Form (PPAF) is the
document that will be usdaly the agencies to hire, terminate, resign, promote, demote, transfer, change
job data, change position data, reclassify and create new positions for employees. Proper internal

contr ol dictates that al |l c hange srlytaghoriazed and mp | ¢
documented.
Recommendation

We recommend Louisville Metro Human Resources Department immediately implement
procedures to ensure that accurate antbupat e PPAFs are maintained

Ma n age me ndnge sind BR@rectiye Action Plan

While Metro Government recognizes the importance of having an accurate PPAF on file for
employees, there are certain instances in which a PPAF is not completed. Upon receiving this
finding, Human Resources reviewed the auditors list obmians and noted that seven
exceptions were the result of a mass payroll adjustment related to the 2% increase on July 1,
2008, three were the result of union step increases per the approved union contract, two were
promotions that were made through a jaguisition (meaning there would be no PPAF), and
one was the result of a job audit. Documentation of these items is maintained by Human
Resources and supports the pay rate of the exceptions noted.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-13: Metro Human Resources Should mplement Procedures To Improve
Documentation Related To Personnel Actions (Continued)

Audi tordés Reply

We would I|ike to clarify that the employees
response were not included in the 13 exceptions identifigaigrfinding. Of the 13 exceptions
noted,ninewere due to differences between the pay rate listed on the PPAF and the pay rate paid
per the pay register, anfdur were due to employee files having no documentation of the
empl oyeeds p ayr wasanforened duriighnguinawitid Metra Personnel that only
mass pay rate increases were not documented on a PPAF, because mass increases are evidenc
by a letter included in employee files. The auditor understood that Metro Personnel documented
all other pay rate changes on a PPAF, which is the appropriate documentation for changes in
employee wages. The department was provided a list of all outstanding exceptions, and did not
provide any additional documentation to clear the exceptions.
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FINDING 09-METRO-14: Metro Should Ensure Employee Benefits Are Consistently Applied In
Accordance With Established Policies And Procedures

During the FY 2009 audit, we noted the foll owin
personnel policiesral procedures:

e Two members of Metro management received-qatg upon retirement for 20 days of accrued
vacation leave over the maximum amount allowed per Metro Personnel Policy.

e One retiring employee received a pawt for 5 days of accrued compensgtieave, which is not
allowed per Metro Personnel Policy.

e One member of Metro management was paid an annual contribution toward the purchase of
service credit in the County Employees Retirement System (CERS). The annual contribution
was initially set at$25,000 per year for the first five years, and then was increased by an
additional $9, 000 per year to offset increa:
There is no mention of purchasing service credit for external service in MesanRel Policy.

Metro management overrode Metro Personnel Policy in order to pay employees in excess of allowable
limitations. Per conversations with Louisville Metro Human Resources Department personnel,
additional leave time was paid to the retiring audive employees noted above so they were not
penalized by their inability to take time off due to the demands of their posifitthseugh the Mayor
approved the additional |l eave time pay out s,
inconsisencies and inequities in practice by establishing a different set of benefits available to some
employees, but not others. Policies and procedures are in place to avoid such inconsistencies, and tc
avoid unfair or inequitable practices among personnel.

In regards to the annual contribution toward the purchase of service credit, documentation indicates that
the contribution was offered as part of the compensation package to keep the employee from losing four
and onehalf years of service credit earned thgb employment in another state. However, there was no
documentation that Metro received guidance fr ol
this practice did not violate Section 3 of the Kentucky Constitution, which prohibits bonusesblior p
employees. The auditors verified thtite May or 6 s Gener al Counsel w a
compensation benefit, but there was no documentation on file regarding the legal determination made.

Metro Personnel Pol i cy Sratiort from houidville3Melfo) Governraente s |
employment, an employee shall be paid for all accrued unused vacation leave, not to exceed 40 days.
Such payment will be made in one payment in the final paycheck of the employee. Any remaining

vacation balance aftr t hi s payment shall be reduced to zer

Louisville Metro Government Personnel Policy &
accumul ated compensatory time upon separation. 0
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FINDING 09-METRO -14: Metro Should Ensure Employee Benefits AreConsistently Applied In
Accordance With Established Policies And Procedures (Continued)

Kentucky Constitution Article 3 statesi A | | me n , when they form a soc

grant of exclusive, separate public emoluments or privileges Ishatiade to any man or set of men,

except in consideration of public serviceseéeo
Recommendation

We recommend Metro Personnel Policy be followed to ensure that employees are treated fairly
and consistently. Furthermore, we refer the question regardingtbbase of service credit for
employees to the Jefferson County Attorney for further review, and recommend Metro
incorporate the guidance of the County Attorney before implementing such practices in the
future. Documentation of guidance obtained from @ueinty Attorney in personnel and other
policy matters should be maintained.

Management 6s Response and Corrective Action

Metro Government places great importance on the administration of payroll for the entire
government. The Payroll division is mmsible for the accuracy and integrity of the largest
annual expenditure of Metro Government. Me
policies regarding employee payouts for terminated employees. The Personnel Policy also
authorizes the HumaneRources Director to make exceptions to policy as deemed appropriate

on a case by case basis. Metro Government will continue to document policy exceptions and will
ensure the Director of Human Resourcesatprov
are made.

Metro Government did not purchase service credit for the employee as noted in the finding
above. The employee in this finding negotiated a salary that included the amounts listed above,
but the employee was free to use those funds as tbsg.ch

Audi tor6s Reply

Metrods response indicates the government d
noted in the finding. However, documentation obtained during the audit indicated the initial
intent was for $25,000 per year be set asile aontribution toward the purchase of service
credit upon the employeebs vesting in CERS.
details of the purchase of the service credit, with an additional amount paid to the employee as an
Aemp l-pooyided payment for purchase of service ¢cCl
from the employeebds paycheck. The auditors
reversed or cancelled these instructions.
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FINDING 09-METRO -15: Metro Should Improve Required Education And Experience Criteria
For Business Managers And Provide Mandatory Annual Training

During our auditve followed up on a prior year finding regarding training and qualifications of business
managers in Louisville Metro (Metro). Our l@lv-up identified weaknesses consistent with the prior
year, including:

e There is a lack of mandatory training required by Louisville Metro Finance Department of all
departmental business managers. Me&irmancedoesoffer training opportunities for buskss
managersbutthey are not required to attend.

e Thereis a wide variety oexperienceandbackgroundof the business managerSome business
managersare experienced in accounting and business operations, while dihgesa non
businesdackground

e Metro permits individuals to qualify for the business manager position by substituting certain
work experience for the minimum education requirements.

Weaknesses related to inconsistencies in the education and background of business managers may b
attributable to departments recommending employees for positions due to their work experience in the
department, work ethic, or other favorable qualities that do not meet experience and/or educational goals
that promote strong financial management. Businesgmges are responsible for overall business and
budgeting functions that require the appropriate business or accounting background to perform.
Employees may learn those functions through experience, but are still more susceptible to errors without
approprate training and education because strong financial managers must also be able to assess the ris
of errors or fraud caused by rooutine transactions, new accounting standards, changing policies or
business operations, and be able to adjust businesgodseand actions accordingly.

Proper internal control dictates that strong financial management within the departments possess the
appropriate education and training to perform both current functions and have the skills to lead the
department througfuture change in accounting, reporting, or business practices.

According to the Louisville Metro Human Resources job description, the business manager requirement
is a bachelords degree in: accounti non orbbelated ne s
field, and three years accounting, finance, budget preparation, budget analysis, financial analysis, or
business administration experience. An equivalent combination of education and experience may be
substituted.

The Louisville MetroHuman Resources ob descri ptiondés essenti al fu
accounting, payroll, budget and purchasing activities and operations, as well as monitoring expenditures,
preparing the operating budget, and exercising supervision over sub@iui#nsonnel.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -15: Metro Should Improve Required Education And Experience Criteria
For Business Managers And Provide Mandatory Annual Training

Recommendation

We recommend.ouisville Metro revise its current practice of allowing pgoais experience to
substitute for the entire minimum educational requirements. We suggest Metro consider
accepting only relevant accounting or business experience for any substitution in education, but
that minimum education qualifications also stipulatespecific amount of accounting and/or
finance education that cannot be substituted.

We also recommend all business managers be required to attend Louisville Metro Finance
Department business or accounting training at least annually.

Manage me n nse and Ra@arecpve Action Plan

Metro Government places great importance on the role of the Business Manager at the
departmental level. Metro Government has internally reviewed the qualifications of department
Business Managers and found that 75% of Busins Manager s have a bac
92% of those with bachelordéds degrees have de
of Business Managers have an advanced degree. Finally, Metro Government recently contacted
our human resources camgants and they have verified that the substitution of experience for
education is an industry practice.

In order to support the Business Manager function at the department, Metro OMB recently
created a position that will act as a liaison between thgadtmental Business Manager and the
Metro OMB. This position will identify training opportunities for departments and work with
both the department and the Metro OMB to implement policies to ensure financial reporting is
accurate.
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FINDING 09-METRO-16: Metro Should Capitalize Asset Renovation Costs In Accordance With
Generally Accepted Accounting Principles (GAAP)

During our audit of the Louisville Metro CAFR, an audit report was released by the Kentucky
Transportation Cabinet (KYTC) indicating the u#s of its audit of the Trolley Barn Renovation
Project, which was partially funded by KYTCo6s T
to Metro. The KYTC report raised numerous concerns related to the accounting and oversight of the
Trolley Ban Renovation Project expenditures, including:

e The inability to confirm the total cost of renovation expenditures due to comingling of public and
private funds and lack of records;

e Lack of sufficient oversight of the Trolley Barn Renovation Project;

e Improper procurement procedures in awarding the Trolley Barn Construction Management
Contract;

e The construction manager hired by A& to solicit bids, execute contractor/subcontractor
agreements, and assist A& in project management decisions was permitteadsto bid on the
construction contracts;

e AAHC did not ensure the Trolley Barn construction manager was fully bonded prior to awarding
the construction manager contract;

e Proper procurement procedures were not followed for $15.3 million dollars in constromsits;

e Metrods payment to the architect on this proc
dollars;

e AAHC failed to competitively bid materials for the renovation project; and

e Metro did not appropriately capitalize construction in progresste to the Trolley Barn
renovation in its financial statements.

The auditor reviewed the KYTC Trolley Barn Renovation project report and the supporting
documentation, and agreed that appropriate evidence existed to support the findings. The supporting
evidence was reviewed to determine the impact on the FY 09 Louisville Metro CAFR audit. Although
serious concerns were noted in relation to theHEA6 s project operations,
component unit of Metro and was outside the scope of the FY ORCA& u d i t . Therefor
primary concerns related to evidence indicating Metro did not properly capitalize the full historical cost
of the Trolley Barn renovation as required by generally accepted accounting principles (GAAP), and
Me t r o 6 do pfoperlylmonita the project.

The KYTC report pointed to historical cost estimates of the Trolley Barn renovation exceeding $19.8
million, and indicates this is likely a low estimate of historical cost because records for expenditures
financed from sme sources, such as donations, were not complete. Furthermore, KYTC reimbursed
Metro for an additional $5.2 million in renovation costs for FY 2009 to complete the Trolley Barn
Renovation project, bringing the known historical costs to $25 million. Te, déetro has capitalized

costs totaling approximately $12 million for the capital asset. GAAP requires that constructed assets be
capitalized at actual historical cost regardless of the source of funds, even if construction or renovation
expenditures werfinanced through funds supplied by another entity.
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FINDING 09-METRO-16: Metro Should Capitalize Asset Renovation Costs In Accordance With
Generally Accepted Accounting Principles (GAAP) (Continued)

From discussions with Metro Finance, auditors noteat Metro Finance believed the contributed
amounts by AAHC were fdeasehold improvements related to exhibit space and tenant fit up costs, not
for actual renovation and stabilization of t he
records orfile in the KYTC working papers, and noted that all construction was performed and billed
under the renovation contract. There is not a separate contract or itemized billing for improvements.
Therefore, it is not possible to determine the difference d@twenovation costs and improvements.
Also, in order for AAHC to be eligible to capitalize its leasehold improvements, the lease must meet the
definition of a capital lease. The auditor did not determine this lease met the terms of a capital lease
becaus it did not meet one of the four specific criteria required for capitalizing leases established by
GAAP, andtherefore capital improvements should be recorded by Metro as the property owner.

The failure to capitalize all costs associated with the &@rgll Bar n renovation un
financial statements. The auditors reviewed the supporting documentation for the KYTC report, and
determined that valid evidence exists to support the $19.8 million historical cost estimate. Therefore,
the auditor sbmitted an adjustment to Metro Finance for approximately $13 million to account for the
difference between the amount Metro previously capitalized and the amount of this estimate, with $5.3
million of this adjustment being recommended as an FY 09 additiohthe remaining $7.7 million
recommended as a prior period adjustment to correct errors caused by the failure to capitalize historical
costs prior to FY 2009Metro Finance did adjust its records by $6.7 million and therefore the financial
statements asf June 30, 2009 are understated by the difference between this additional amount
capitalized and the audit adjustment, or approximately $6.3 million dollars.

Metrobs failure to provide appropriate astersig
have led to improper procurement of goods and services, cost overruns and poor recordkeeping
associated with the renovation costs.

GASB 34 states:
18. Capital assets should be reported at historical cost. Ancillary charges include costs
that aredirectly attributable to asset acquisitiensuch as freight and transportation
charges, site preparation costs, and professional.fees.

19. As used in this Statement, the terapital assetsncludes land, improvements to

land, easements, buildings, ilding improvements, vehicles, machinery, equipment,
works of art and historical treasures, infrastructure, and all other tangible or intangible
assets that are used in operations and that have initial useful lives extending beyond a
single reporting perigé .

Furthermore, proper internal control dictates that capital projects be monitored to ensure the project
costs are properly accounted for, compliant with all applicable laws and regulations, and to ensure that
the operations are transparentand inlinet h t he government s goal s an
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FINDING 09-METRO-16: Metro Should Capitalize Asset Renovation Costs In Accordance With
Generally Accepted Accounting Principles (GAAP) (Continued)

Recommendation

We recommend Metro Financtully capitalize the historical costs associated with the
construction and renovation of the Trolley Barn. Also, Metro Finance should implement
procedures to ensure all costs associated with future capital renovation and/or construction
projects are cafalized in accordance with its capitalization policy and GAAP, and all future
projects are properly monitored to ensure funds are used appropriately and in accordance with all
applicable requirements.

Ma n age me ndnge sind Rarective Action Plan

Sibsequent to fiscal year end, Metro Government reviewed the amounts capitalized and
recorded as construction in progress related to the Trolley Barn and adjusted the general ledger
amount to approximately $18 million dollars. This amount was substantigtecpenditures
booked by Metro Government and a professional analysis performed by a general contractor as
to the value of construction subsequent to the stabilization of the Trolley Barn. Per further
discussion with the auditors, Metro Government isagshing the possibility of recording an
impairment loss on this asset.

Since the completion of the Kentucky Transp
Highway Administration, the State Historic Preservation Office, Metro Government and the
African American Heritage Center Foundation have met and discussed the timing of the transfer
of the property to the Foundation. No impediments were discussed and all parties are moving
toward a date to complete the transition of the property to the Fadiomd
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FINDING 09-METRO-17: Metro Finance Should Improve Internal Controls Over Reporting
Capital Assets

During the testing of capital assets, the auditor noted two assets that were similar in description and
amount, totaling $12.3 million. Upon inquiwith Metro Finance, it was determined that the items were
duplicates, and listed on the capital asset list twice in error. Although Metro Finance corrected the
duplicate items after the error was pointed out, the department should have procedurestondgesect

errors and correct errors.

Metro Finance relies on the departments to review the capital asset list for accuracy and completeness,
and does not review the list thoroughly for errors. As noted in a separate finding, several agencies did
not have appropriate procedures in place to monitor and track capital assets, and did not routinely
perform physical counts to detect errors. Therefore, a review by Metro Finance for obvious errors is
even more important.

The result of having duplicate iteros the capital asset list is an overstatement of capital assets. Also,
there is an increased risk that there are other errors due to this lack of review.

Good internal controls dictate that governments have appropriate procedures in place to eralre capi
asset reporting is accurate. This includes procedures to ensure all capital assets transactions an
supporting schedules be properly reviewed, approved and evidenced by adequate documentation for
proper recording and reporting of capital assets ititla@cial statements.

Recommendation

We recommend Metro Finance thoroughly review the capital asset list and develop a procedure
to follow up and correct errors noted on the list before using the information for financial
statement reporting.

Management 6 s oRse angd Corrective Action Plan

Metro Government places great importance on the reporting of capital assets and had identified
this as an area where improvement was needed upon the auditors visit. Currently, Metro
Government is reviewing the cemnt Asset Management policy and has identified the
recommendation above as an addition to the policy.
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FINDING 09-METRO -18 Metro Human Resources Should Improve Procedures For Verifying
Health Insurance Claim Payments

Louisville Metro spends a significeh amount funding its selhsured employee health planSlaims are
reviewed by third party administrators (TPA), who then authomtiedrawals from Metrdunds to pay
claims.Although the TPA submits claims det&il Metro Human Resources to suppostdraw against

the health insurance account, Metro Human Resources performs no independent review of the
information to assess the propriety of claims paldhis lack of review was also noted in a prior year
audit comment.

We also noted that Metro Humdesources does not audit dependents to determine that they are the
spouse or a dependent child of a Metro employee. This type of verification procedure reduces the risk
that Metro may be paying health insurance claims for individuals that are not enspboybeir eligible
dependents.

Metro has indicatedn responses to previous findings that it relies on the validity of claim activity
reported by the TPAsTotal reliance on the TPA for accuracy and validity of claims means that Metro
pays thousands ddollars eachmonth in health care claims that may not be accurate or for valid
employeesor their dependentsSince the TPA is a health insurance provider and also acts as a claims
administrator for other entities, there is a risk that errors may ocdabeqart of the TPA.

In addition to auditing claims payments to reduce the risk of TPA errors, auditing dependent eligibility
further ensures t hat Metroods dat abase of cl ai
verifications increases the rishat Metro could be paying claims for individuals that are not entitled to
Metrods benefits.

Proper internal controls dictate that a procedure be in place to ensure the validity and accuracy of
payments made to health care providers on behalf of employ@ssa seHinsurer, Metro has a
heightened responsibility to ensure health care dollars are spent appropriately.

Recommendation

We recommendMetro Human Resources implemerdsreview of claims paid. The review
should verifythe accuracy of amountsigao health providerand to insure that payments were
made on behalf of qualifying Metro Government employaed/or dependentdue to the
volume of transactions, the government may consider initially performing the review on a test
basis until an autoated routine can be implemented to compare TPA claim payments against a
database of Metro employees andlependents

We also recommend Metro Human Resources implement procedures to perform periodic
dependent audits to ensure that dependents meet phepapte eligibility requirements to
receive Metro health insurance benefits.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -18 Metro Human Resources Should Improve Procedures For Verifying
Health Insurance Claim Payments (Continued)

Management 6s Responselaand Corrective Acti on

Entities hire third party administrators for self insurance functions to review and process claims.
The current human resources industry standard is to conduct an audit of dependent eligibility
and claims eligibility every two to three years. HunRasources is recommending to the Mayor
and Metro Council that this review by completed every two years.

Metro Government has already budgeted and scheduled this review for fiscal year 2010. The
review will begin in early January 2010 and will be a ewiof all claims processed in calendar

year 2009. In addition to the upcoming review, an audit was performed on pharmacy claims
paid by Walgreens for calendar year 2008. As a result of this audit, Metro Government was able
to recoup approximately $300,00
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-19: Metro Risk Management Should Improve Internal Controls Over
Claims Payments

During our testing of risk management activities, we noted that Metro Finance authorized payments of
automobil e, gener al | i atlon Iclainhsy withaut dufficierat rsippartifgs c
documentation and appropriate approvaMetro is principally selinsured forauto, general liability

and workers comgnsatiorclaims. Metro participates in a certified selfisurance liability poolfor
catastophic claims above a $500,000 deductible per occurrence for auto and general liability claims
and $1million dollar occurrence with additional $1 million dollar corridor deductifde workeits
compensatiorclaims. All claims are processed through a MeRisk Management Supervisor to assign

a claims number, and then |itigated cl aimsd ar e
allnonl i ti gated cl aims are forwarded to Metrods cl

According to the Metro Risk Magement Supervisgior litigated claimsthe County Attorney submits

a settlement authorization request and a check request form for approval prior to a settlement. During
testing, we found that the supporting documentation proviieplayment documentsas not sufficient

to determine whether the settlement was authorized or reviewed, nor el@ntdentify that the
payment request originated at the County Attorney. Upon fuitfgeriry and review we found that

proper documentation was not on file tgpport these payments.

For nonlitigation claims, the claims contract administrator has blanket authority to settle and pay
claims below $5,000 using an imprest account, and the Risk Management Supervisor must approve
claims exceeding $5,000.We noted mstances in whichRisk Managementuthorized settlement
payments and/ or rei mbursements to replenish the
a payment reconciliation listom the claims contract administrator. Furthermore, the Risk Managt
Supervisor does not reconcile claim payments to the classignmentog to verify the incident.

The | ack of for mal documentation from the Coun
pay request and appropriate authorization awview of the settlement increases the risk that erroneous
or falsified pay requests could be submitted and go undetected.

Because the claims contract administrator reviews and settles claims for numerous entities, the lack of
sufficient supporting documéation from the claims contract administrator increases the risk that claims
could be paid in error.

The lack of reconciliation to the claims assignment log increases the risk of error in paying claims of
other entities, duplicate payments for the sact@m, and impairs the Metro Risk Management
Supervisorods ability to detect those errors.

Proper internal control dictates that claims payments be supported by sufficient evidence to determine
that the expense incurred is for a legitimate claim (Metrpleyee, correct incident reported, etc.), and
has been properly approved by an authorizing agent.
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FINDING 2009-METRO -19: Metro Risk Management Should Improve Internal Controls Over
Claims Payments (Continued)

Recommendation

We recommend the Metro Riskalagement Supervisor reconcile all monthly claims payment
requests to the claims log. In addition, we recommend Metro Risk Management Division
develop a standardized pay request for both litigated andlitigatied claims to ensure
appropriate informatiomnd authorizations are documented. This pay request may be a secure
electronic form to facilitate Metrobs goal (
that Metro Risk Management Division implement procedures to ensure all appropriate
supportng documentation is maintained.

Ma n a g e me ndngesand Rarsctive Action Plan

Currently, Risk Management receives a standard pay request form from the Jefferson County
Attorneyos office requesting paymeourtdingahe | it
' itigation and Metro Governmentds | egal def e
the payment request. Risk Management will work with the Jefferson County Attorney to put the
payment requests onto official letterhead to suligtBnthe origination of the payment request.

In addition, Risk Management will work with the Jefferson County Attorney and its third party
administrator on noslitigated cases to reconcile the claims requests from these sources to the
claims log maintaed by Risk Management.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -20: Metro Departments Should Conduct Periodic Physical Counts Of
Capital Assets And Improve Safeguarding By Tagging Assets

During internal control testing at the Louisville Metro Police Department (LMPD), Mritbdic Works,

and Metro Department of Corrections, auditors requested the results of the most recent capital asset
physical inventory count. These departments indicated physical inventory counts had not been
performed within the last two years.

Furthermore, auditors noted that Metro Public Works and Metro Department of Corrections did not have
a system in place to routinely tag capital assets.

It appears that these Metro departments have not placed sufficient emphasis on the importance of a
regular capital assets physical inventory counts. Furthermore, Louisville Metro Finance Department
does not follow up directly with departments to ensure counts are completed, but indicated it obtains the
departmentsd capital a s st shouldde the verifidatoma af capitalsassdtso  d
Without regular capital asset physical inventory counts, Metro depart ment s 6 cap
inventoiesmay contain undetected errors.

Al s o, department soé fail ur e timaccuradegepartiag iMany tapitals s e
assets have similar descriptions, and often serial numbers are difficult to locate or read during routine

physical inspections. Therefore, the lack of unique tags for asset identification increases the risk of

over/urder reporting like assets.

Louisville Metro Capital Fixed Assets Count Procedues at e @Al n accordance wi
grant requirements, and Metro fixed asset policies and procedures, each department of Metro is required
to perform a full physict ount of capital fixed assets every

Sound internal controls suggest adequate procedures for monitoring and tracking capital assets, such a
tagging assets. Furthermore, Metro Capital Fixed Assets Count Procedures recommends tagging of
capitd assets by departments.

Recommendation

We recommend:

e All Metro departments conduct capital assets physical inventory counts at least once
every two years as required by Metro policy;

e Metro Finance follow up to ensure that departments conduct regafaralc assets
inventory counts;

¢ All Metro departments begin tagging capital assets with unique identifying numbers, and
that tag numbers are used as identifying asset numbers in LeAP.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -20: Metro Departments Should Conduct Periodic Physial Counts Of
Capital Assets And Improve Safeguarding By Tagging Assets (Continued)

Ma n a g e me ndngesnd Rarsctive Action Plan

Metro Government place great importance on the reporting of capital assets and had identified
that this was an area whemprovement was needed upon the auditors visit. Periodic physical
inventories are required under the current Asset Management policy. While the departments in
guestion may have completed the actual inventory of assets, at least one department was unable
to produce the hard copy documentation of this count. The Metro OMB will work with
departments to identify the resources needed to ensure these counts are completed timely and all
appropriate documentation is retained by the department and/or the MBE O
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-21: Metro Department Of Corrections Should Improve Controls Over
Handwritten Receipts And Take Steps To Improve Security Of Personal Information

Louisville Metro Department of Corrections (Metro Corrections) collects numerous feeslsuch as

Fingerprint Fees for other departments or external businesses, Court Monitoring Center (CMC) Fees
from the court system, and copy charges made by inmates or attorneys. In all three of these revenue

streams, manual, handwritten receipts a@duor cash collected. The handwritten receipts are given to

the customer and the original is kept as documentation for reconciliation for funds collected. The

handwritten receipt books are common, generic receipt books that can be purchased a snppifyc

store, and although they are prembered, the department does not use the receipt books in numerical

order, and does not inventory the receipt books assigned to the various employees collecting fees.

Furthermore, we noted that the CMC tractssinmates by social security number. We noted social

security numbers written on the receipts creating a potential security issue for the CMC inmates. We

also noted other reports, as well as the CMC database, using social security numbers asimientificat

The use of generic handwritten receipts is a significant fraud risk since it provides opportunity for the
use of duplicate receipt books. This fraud risk is especially high when there is a lack of compensating

controls, no inventorying of the boskised, and small fees that are often paid in cash.

Also, dthoughthe use of social security numbers as identificati@s a common practice for certain
businesses in the past, this practice is now seen as a sessmigydue to identify theft concesn

especially when the social security numbers are not secured and are located on hard copy documents an

receipts

Proper internal control dictates appropriate procedures for cash receipts to reduce the opportunity for
theft or fraud. Furthermore, goddisiness practices should include securing personal information, such
as social security numbers, in a manner such that only those individuals with direct need for the

information can access it.

Recommendation

We recommend Metro Corrections review itegedures regarding manual handwritten receipts,

and determine whether cash registers or other type of automated receipt process can be
implemented. If manual receipts are necessitated for certain fees, we recommend Metro
Corrections utilize prgrinted eceipts that are unique to the department, containing
characteristics making them more difficult to duplicate, such as the departmental logo,
watermarks, or micro printing. Furthermore, the department should maintain a log of manual
receipt books issued employees, implement procedures to ensure that receipt books are used in
numerical order, and ensure that all receipt books are accounted for once used.

We also recommend Metro Corrections cease the use of social security numbers as receipt
notations o file identification on printed or distributed reports. We recommend Metro
Corrections instead create an identification system to use as inmate case file numbertofor day
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-21: Metro Department Of Corrections Should Improve Controls Over
Handwritten Receipts And Take Steps To Improve Security Of Personal Information (Continued)

Recommendation (Continued)

day business needs. We recognize social security numbers may be required to ensure proper
identification of individuals, and ackmtedge that a secure cressference between the
identification system and personal information is likely to be necessary. -@fessncing
procedures should be performed in such a manner as to protect the personal information, but
permit the departmemd access accurate information when needed for legitimate purposes.

Manage ment 6andGeaectiveActorPlan

Metro Corrections recognizes that the current process for issuing receipts creates difficulty in
tracking receipts issued. Metro Corremsts is currently evaluating the possibility of producing
receipts that are generated by a cashiering system. Until a new process is implemented, Metro
Corrections will track the receipts books issued to employees and ensure that they are used in
numerica order and all books are accounted for.

Metro Corrections agrees that the use of social security numbers creates an increased risk for
identity theft and has already begun wusing
all inmates are assignedpon booking and social security numbers are no long recorded on
receipts.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-220 Metro Department Of Corrections Should Properly Segregate
Incompatible Cash Management Duties Over The Inmate Fund

During our review of internal controlsver the Louisville Metro Department of Corrections (Metro
Corrections) property room, auditors discovered a lack of segregation of duties involving the Inmate
Fund. The property room receives cash from two sourcash taken from persons being booked in

the jail,|, and from deposits made by people out
are received by property room officers, applied to inmate accounts, processed at shift changes, and
dropped in a drop box for verification and deped by another individual. The auditor noted that only

one property room sergeant is handling these funds after they are being dropped. This officer is
responsible for verifying all shift drops made, preparing the deposits, and physically takingdsisdep

to the bank. This sergeant has the ability to post transactions and void items in the Inmate Management
System (IMS) without approval or review from another party. The auditor observed the sergeant
processing multiple days of receipts, and upon inyagilhne sergeant indicated that he rarely takes time

of f, but when he does need to take time off he
when he is out.

This situation is caused by a lack of segregation of duties regarding the langatarof cash and
checks that come through Metro CorrectioAtso, departmental policies do not require mandatory
vacations and/or croggining of certain key functions.

With one person preparing, verifying, and making the deposits without reviewp this s on6s wor
minimal oversight. Also, as noted in a separate finding, the inmate account in IMS is not reconciled to
collected cash, which enhances the risk that funds collected could be misappropriated or reported in
error without detection.

Praper internal controls dictate that incompatible duties of collecting, depositing, and reconciling or
voiding items are segregated to i mprove the de
fraud. Also, good business practices over cerfaimctions involving cash management require
mandatory vacations or rotation from the position while another -trais®d individual performs the
function.

Recommendation

We recommend Metro Corrections implement procedures to properly segregate ddties a
improve oversight over cash handling procedures for deposits into the inmate fund.

Management 6 s Res poActwoePlannd Corr ect i

Metro Corrections recognizes that there is a lack of segregation of duties in process outlined
above.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-220 Metro Department Of Corrections Should Properly Segregate
Incompatible Cash Management Duties Over The Inmate Fund (Continued)

Management 6 s Res p@ActiorePlan (CdntimDedy r ec t |

Metro Corrections has identified the following changes thill be made to the current process:

e Two property room officers are on duty at all shifts and the cash count and deposit of
each officers will be verified by the other officer on duty.

e Cash deposits will be reviewed by the property room sergeantaked to the Metro
Corrections business office for deposit.

e Metro Corrections will identify the appropriate staff to cross train so that all deposits are
processed in a timely manner by the property room staff in the event that current staff is
off on leae.

e Metro Corrections technology division will review the current system levels of the
property room officers and sergeant to ensure that each has the appropriate level of
transactional authority.

Metro Corrections will begin an armored car pickup &t cash deposits beginning in January
2010.
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FINDING 09-METRO -23: Metro Department Of Corrections Should Improve Internal Controls
Over Timesheet Processing

During review of Louisville Metro Department of Corrections (Metro Corrections) payroll recoels

not ed 7 i nstances i n which empl oyeesd ti meshe
timekeeper/supervisor. Metro Corrections avdtro payroll policiesrequire that timekeepers must
obtain signatures on timesheets from employegseeing with heir time worked. The
timekeeper/supervisor also must sign off on timesheets to validate the time reported is accurate, and ther
signed timesheets are submitted to the Payroll Specialist. All exceptions noted occurred under a Metro
Corrections Payroll Srialist who is no longer employed by Metro Corrections.

This weakness appears to be related to oversight on the part of the former Metro Corrections Payroll
Specialist. Signed timesheets are maintained as supporting evidence of the authorizatiorewanof revi
employee hours, but employee time reporting is automated and exeeatied in PeopleSoft so
employees are paid even when they or their supervisors do not approve the timesheet. Therefore, this
automation of timekeeping made it possible for therélagpecialist to overlook this control without
detection.

The effect of this weakness is that hours worked were not being consistently verified by the employees

or their supervisors. This left detection and reporting of errors up to the employeesméesported

did not agree to pay checks or stubs. Because of this, numerous adjustments were needed to correc
errors, resulting in the issuance of manual checks. Furthermore, the failure to maintain certain payroll

records violates U.S. Departmenttoh bor 6 s Wage and Hour recordkeep

Metro Corrections Departmental Time, Attendance, and Payroll Regulations (4/19/06) Section C, Part
3a states, ARThe timekeeper wi || obtain signat:
Emplopees must sign his/ her timesheet to certify t

Metro Government Timekeeping Policy (Revisell906), Section 1.1(4) statdsEac h e mp | oy e ¢
sign his/her recordifne clockreport or timesheet) to certify the accuraéyoa |l | t i me r ecor

Uu. S. Department of Laborés Wage and Hour DivVvi si
including the number of hours an employee worked each day, number of hours worked each week, and
records on which wage computatios based. The records do not meet this requirement when
employees and supervisors do not authorize timesheets, or when payment is made based on the
automated records without an accurate exception reporting by the employee.

Recommendation

We recommend Mebd Corrections ensure Payroll Specialists are properly trained and are
knowledgeable about payroll policies and procedures. The Payroll Specialist should obtain and
maintain signed timesheets from employees and ¢heirp e r v i s 0 pridrsto peogegsgo v a |
payroll, which should reduce payroll adjustments and allow for more accurate payroll
processing. Furthermore, management should provide additional oversight to verify the
accuracy of payroll processing and investigate the nature of adjustments.
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FINDI NG 09-METRO -23: Metro Department Of Corrections Should Improve Internal Controls
Over Timesheet ProcessingContinued)

Ma n a g e me ndngesnd Rarsctive Action Plan

Metro Corrections acknowledges that there were instances in which a timesheet \s@medt

by the employee. This appears to be related to a lack of oversight by a former Metro
Corrections payroll specialist. Metro Corrections will train the current payroll specialist on the
importance of having all employee timesheets signed. Metne&ions will also utilize the
Metro Corrections human resources manager to ensure that all timesheets are appropriately
signed.
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FINDING 09-METRO -24: Metro Animal Services Should Take Steps To Improve Its Overall
Business Climate

During our FY 09 Lotsville Metro CAFR audit, tests of internal controlsMé&tro Animal Services
(MAS) identified several factors that lead to an overall high risk business environment and also poor
working conditions at the department. Auditors reviewed a report issuedelnp Nhternal Audit
regarding concerns over a contract for services between MAS and Animal Adoption Agency, Inc.
(AAA). The Metro Internal Audit report included reviews of policies and procedures for AAA activity,
inventory and revenue process, and CDL pbamce. The APA auditors reviewed the report and
supporting evidence, concurred with the findings, and took this information into consideration in its risk
assessment when determining what procedures to apply.

The APAOGs pr ocedur e soaeaidduplitaBon with the wok performead &ydMetro
Internal Audit, and focused primarily on business processes of the department itself. During these
procedures, auditors noted multiple weaknesses, as reported in separate findings. These weaknesse
point to underlying factors that combine to create an overall high risk business environment. Some of
these factors include:

e MAS did not have a fultime business manager from June 2009 until October 2009, and utilized
parttime help from the former busiresnanager and assistance from the business specialist to
perform and oversee dag-day functions.

e MAS had numerous control weaknesses over its major business funetioaseipts,
expenditures, and animal inventory.

e Physical working conditions at MAS epoor quality, and have deteriorated since the August
2009 flood. Examples of conditions noted by auditors included cramped and unclean
workspaces and restrooms, overcrowded facility housing the animals, and lack of security
resulting in vandalism

e Employee morale is diminished due to pressures stemming from internal investigations, poor
public relations reports, and employee complaints filed against the Director.

The concerns noted above create an overall poor business environment and working son@itisn
type of environment creates both an opportunity and incentive for lax controls, thereby increasing the
risk that error, theft or fraud could occur and go undetected.

Proper internal control dictates that the -deyday working environment andonduct of business
operations occur in a manner that supports timely and accurate operations and reporting, including
strong fiscal management to oversee operations and working conditions that are clean, safe and well
maintained. Whereas we understan@ tAugust 2009 flood deteriorated conditions, it appears
conditions prior to the flooding were overcrowded and disorganized.

Recommendation

We recommend MAS implement procedures to improve the overall business climate of the
department, consider recommatidns made in other findings related to improving internal
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FINDING 2009-METRO -24: Metro Animal Services Should Take Steps To Improve Its Overall
Business Climate (Continued)

Recommendation

controls, and also consider shtetm improvements that can leade to physicaivorking
conditions. We understand that MAS is in the process of building a new facility which should
help with some of these issues, but until that time gleont improvements are recommended.

Ma n a ge me ndngesand Rarsctive Actiom Plan

Subsequent to the auditors visit to MAS, a full time business manager has been hired and began
work in October 2009. The Metro OMB is providing training and assistance to the new business
manager and issues that were noted with internal contreés business functions have been
mitigated with this hiring.

MAS acknowledges that the current conditions at MAS are less than optimal. MAS is actively
working to improve the business climate of the department, the physical conditions of the
building and office space as well as actively working to improve internal controls.

The auditors visit to MAS occurred after a major natural disaster on August 4, 2009. After the
primary function of preserving the lives of animals in its custody was complegediténtion

then turned to preserving and cleaning the facility and processing business transactions. The
Metro Public Works department did an outstanding job of arranging vendors for clean up and
the establishment of temporary work areas, however omeeclean up was completed the
established bid process for reconstruction had to be followed. The bid to restore the facility has
been awarded subsequent to the auditors visit, and the reconstruction will be starting before
December 31, 2009. At this tilldAS does not know how long the entire pescwill take to
complete. MA®as outlined its priorities to the contractor and the top two priorities are the
veterinary suite and the business office. The current facility was designed and built in 1966 and
that design presents a challenge in the broader purpose of animal care the MAS serves today.
The completion of MAS new facility will ease some of the items outlined above.
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FINDING 09-METRO -25: Metro Animal Services Should Strengthen Internal Controls Qer
Receipts

During the FY 2009 Louisville Metro CAFR audit, we tested receipts at Metro Animal Services (MAS),
and identified the following internal control weaknesses:

e Seventeernstances in which a Chameleon Cash Checkout Sheet was not signed bsirlbesh
office clerk or adoptions clerk to verify their cash count at the end of the day. The Chameleon
system is the financial and inventory system used by MAS.

e Two deposits included multiple dayso6 raeceinp
days. Upon further review, the auditor noted that the receipt total for each day was individually
over $1,000. Metrods cash management pol i

$1,000 should not remain at the business site for more tharusimess day
e Ten deposits were not supported by a Chameleon Cash Checkout Sheet or Chameleon Summary

Sheet, which supports the JV prepared and e
LeAP. Per MAS employees, this support was lost due to dasustgned in the August 4, 2009
flood.

e A lack of physical security over checks and cash. Checks and cash received in the business
office are placed in unlocked boxes, then in a combindticked safe at the end of the day. Per
MAS employees, this islso a problem associated with the flood, and they indicated prior to the
flood cash received was placed in locking cashier drawers.

e A lack of segregation of duties in the receipt function for both swal&nd ma#Hin payments.
Mail-in payments are not ¢ged or otherwise tracked upon receipithough a separate clerk
enters ma#in deposits into Chameleon, the Business Specialist opens theprep#res the JV
for entry in LAP, endorses the checks, prepares the deposit, and at times performs the
recondiations between Chameleon, the LeAP JV, and the deposits. Forfirwalkstomers,
testing noted 17 instancas which the Business Specialist or Business Manager would collect
cash or checks from walk customers, prepare the JV for revenue coding,goeefne deposit,
and also reconcile Chameleon to the JV and deposits.

e The auditor was told receipts collected by adoption clerks were immediately taken to the drop
safe as part of normal cash management procedures. However, the auditor observedoan adopti
receipt being placed in a desk drawer, not in the safe.

The auditors are aware that damage caused by the flood was unavoidable. MAS appropriately focused
its attention to protect the animals during the flood emergency. Due to conditions existinteafter
flood, auditors were unable to verify that missing records were caused directly by the flooding or due to
other circumstances. The effect of this missing support is that auditors were unable to determine
whether deposits included all receipts cobelctand were recorded and deposited accurately and in
accordance with Louisville Metro policy.The weaknessesioted, regardless of causesult in an

overall increased risk to the department for theft, lost or misplaced receipts, and error.
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FINDING 09-METRO -25: Metro Animal Services Should Strengthen Internal Controls Over
Receipts (Continued)

Proper internal controls dictate appropriate review and authorization controls, adequate safeguard of
receipts and deposits, and appropriate segregation tegsdaver incompatible functions for cash
collections, recording, deposit, and reconciliations.

Recommendation

We recommend MAS implement procedures to ensure:

¢ All incompatible receipt functions are properly segregated and policies are developed and
implemented to improve cash processing and security.

e Chameleon Cash Checkout Sheets are signed by business or adoption clerks daily.

e JVs have appropriate supervisory review and approvals.

e All receipts are properly safeguarded when received through mail lkrinvpayments.

We recommend MAS acquire automatically locking cash drawers or cash registers for
clerks, even for the temporary pdktod work location.

e All deposits aremade timely, with the department not holding more than $1,000 in
undeposited regets in accordance with Metr@ash management policies All
undeposited amounts should be processed in Chameleon daily, and deposits prepared.
All undeposited funds, including those payments received too late in the day for
processing, should be maintathin a locked safe.

e All employees who are involved in the receipt process through collectinginvalk
mail-in payments, recording transactions in Chameleon and/or LeAP, or reconciling
deposits receive training on appropriate cash handling procedures.

e MAS Business Manager or other management staff perform cash drawer counts
periodically, and document the counts by initial or signature on the Chameleon Checkout
Sheet.

e MAS develop a disaster recovery plan to improve preservation of records and
continuance boperations when unforeseen circumstances arise.

Management 6s Response and Corrective Acti on

As discussed in commddfd-Metro-24, the auditors visit to MAS occurred after a major natural
disaster on August 4, 2009. After the primary function es@mving the lives of animals in its
custody was completed, the attention then turned to preserving and cleaning the facility and
processing business transactions. After the flood, MAS was unable to physically touch some
deposits and receipts that werdemfted during the flood for fears of contamination by sewage.
Once a determination was made by the appropriate agency that it was safe to recover the
deposits and receipts, MAS then began to dry and determine which items were in usable
condition. All docments destroyed by the flood were inventoried and photographed by MAS
personnel along with Metro Archives personnel for verification purposes.
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FINDING 09-METRO -25. Metro Animal Services Should Strengthen Internal Controls Over
Receipts (Continued)

Manageme nt 6 s Response and (Cotnueddcti ve Action PIl

A list of all documentation destroyed is on
cash box to serve the immediate casleds of the business office. Once the facility is restored,
MAS will return to using locking cashier drawers.

While the flood did contribute to some findings mentioned above, the lack of a full time business
manager also contributed to issues with segregation of duties. MAS has instituted a procedure
so that all Chameleon Cash Checkout Sheets are signed by the Business Office Clerk or
Adoption Clerk daily. The Business Office Clerks sheet is then verified by the Business Manager
or Business Specialist that day. The Adoption Clerks place their cash and sheedjnbox at

closing and verified by the Business Manager or Business Specialist the following morning.
Additional training is being provided to Adoption Coordinators as there has been a 100%
turnover in the Adoption division since January 2009. ltasan approved policy of MAS for
deposits to be place in a desk drawer instead of the drop safe.

The MAS office is open Monday through Saturday and receives cash each day. While MAS was
without a fulltime Business Manager, the Business Specialist doek the responsibility of
preparing deposits. Understandably, the Business Specialist did not work Monday through
Saturday and did have other time off scheduled during the period under review and this caused
an issue with the timing of deposits. Subsetjtio the auditors visit, a Business Manager has
been hired and between the Business Manager and Business Specialist, deposits are being made
daily. MAS will follow the Cash Receipts and Reconciliation section of the Cash Management
Policy to ensure thatash and check receipts over $1,000 are deposited to the bank each day.

Mail in payments are primarily handled by the Animal Service Clerks, however the flood
resulted in increased delay in typical lag that MAS experiences during the summer momths. Th
Business Specialist assisted in the processing of these payments as mail in payments continued tc
arrive at MAS after the flood and Animal Service Clerks were focused on serving the MAS
customers during and immediately after this emergentAS acknowldges the need for
separation of duties during normal, nemergency operations. The addition of the Business
Manager and being fully staffed in other areas will eliminate this problem.

MAS currently has a disaster recovery plan in a draft stage that asesethe recommendation
of the auditors.
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FINDING 09-METRO -26: Metro Animal Services Should Improve Inventory Procedures

Metro Animal Services (MAS) does not have adequate animal inventory procedures. MAS has
outgrown its building capacity and as auk, animals are housed in very crowded conditions. MAS
reported that as of August 25, 2009, a total of 617 animals were housed in the current facility. The
overcrowding and lack of a visible identifier on the animal such as a collar makes it ditfialdintify

specific animals. During our review of animal inventory internal controls, the following items were
noted:

e A full inventory of animals is not performed daily as required by MAS policy;

e During FY 2009, animal inventory counts were not perfarraeMAS satellite locations;

e In May 2009, there were 134 animals missing per the MAS Chameleon system report titled
AOutcome by Type. o This report indicates a
not be located and/or identified during theentory process.

There is a lack of emphasis on internal controls related to animal inventory at MAS. Because of this,
there is an increased risk that an animal is not properly identified when transferred to a satellite location
or when receiving medicalservices. Also, there is an increased risk of negative impact on MAS
operations due to pog@ublic perceptiortaused byncomplete inaccuratepr missing documentation of
animals.

MAS Standard Operating Procedures (SOP) # 6.1 Inventory Policy, Sédistates that the inventory,
including the health and comfort assessment of animals, must be performed at least once a day.

Section 4.4 states that during the Kennel Inventory, the designated employee must visually inspect each
animal on her/his ligb obtain the following information:

Confirm that the animal described on the kennel card is the one in the kennel or cage.

The animal possesses the required identification (collar, tag, etc).

The appropriate kennel card is present on the cage.

The animé has available water and puppies and kittens or any other young animals have

appropriate food and dry bedding.

e The ani mal I snot showing any signs of i1l n
coughing, etc).

e The animal is comfortable, keeping mind the shelter situation, and it is not too crowded with
kennel mates considering the sizes and weights of all animals sharing the same kennel or cages.

e The designated employee must make notes in her/his notebook if something needs to be

corrected, sch as, but not limited to, the kennel number, kennel card, printing a new

impoundment card, moving animals to other kennel or cages or completing a treatment request.
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FINDING 09-METRO-26: Metro Animal Services Should Improve Inventory Procedures
(Continued)

Section 4.7 states that when the inventory is completed, that Animal Care Manager or her/his designee
must review the entire inventory to address any animal not accounted for or missing to resolve the issues
in a timely manner.

Recommendation

We reommend MAS improve animal inventory procedures by performing inventory counts
daily at the main location and weekly at satellite locations. Discrepancies should be resolved,
and corrected within the inventory system in a timely manner with sufficiectipigsns to
document the reason for the discrepancy.

Management 6s Response and Corrective Action

For the time period referenced above, MAS was slotted three Animal Adoption Coordinators. At
that time, one Animal Adoption Coordinator abruptly sedeemployment and a second was out

on medical leave. This left a relatively new Animal Adoption Coordinator to handle all adoption
functions and satellite operations. While the Animal Care Manager was instructed to provide
assistance and training for ¢hAnimal Adoption Coordinator by the Assistant Director, this
instruction was ignored and led to several operational problems. It was discovered during
Metrods Internal Audit review t haadingamneals ne w
that were adpted incorrectly. This error in theinput of data by the Animal Adoption
Coordinator created amaccuratepicture that a large number of animals were missing. Once
this error was discovered, additional training was provided for the Animal Adoption
Coordnator and all animals were accounted for.

The management of inventory was the primary responsibility of the Animal Care Manager. MAS
acknowledges that the SOP stipulates that inventory be conducted daily. There was a
documented history of counselingiplinary actions against the former Animal Care Manager,

as this function was being ignored despite several warnings. This individual is no longer
employed by MAS and, with the realignment of duties, the newly created position of Kennel
Supervisor novhas the primary responsibility for animal inventory. Inventory has not been an
issue since the new supervisor took charge of the area.

In addition, the MAS management team realized that the manual method of verifying inventory
was cumbersome and time saming. MAS invested in a system which utilizes a bar code
scanner system which reduced the time to complete a full inventory #onods down to 20

30 minutes. This system, which works in conjunction with the MAS shelter management software
AChamelen,0 produces a report with each upload indicating which animals were not accounted
for when compared to the previous upload. The result has been a tighter control on the
inventory function and increased efficieraoyd effectivenessMAS attempted to publlars on

each animal, however they would be destroyed, by chewing or other means, and this practice
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FINDING 09-METRO-26: Metro Animal Services Should Improve Inventory Procedures
(Continued)

Management 6s Response a(@aohtinCeo)r r ecti ve Acti on

was halted. The kennel canghich is printed for each animal upon intakentains a detailed
description of each animal, the corresponding barcode number, and also a photograph.
addition to the unique identification number assigned to each animaCHameleon, each
animate is microchipped prior to being moved to a satellite location. This provides a secondary,
and permanent, method of proper identification.

MAS has also instituted a physical tracking system for satellite operations to senbacsup

to the input of data into Chameleon. This system is being utilized for both the animal and
paperwork/money transfer, with a copy to be kept in the office of the business manager for
support and research, if necessary. A separate inventory regricreated in Chameleon for
each satellite, in addition to the tracking system previously mentioned, which is utilized by the
Adoption Coordinators and the management team as backup. Physical inventories are
completed on a weekly basis by both the mamage team and satellite personnel.
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FINDING 09-METRO -27: Louisville Metro Fire Department Should Implement Procedures To
Ensure Compliance With Metrods Small Purchase F

During internal control testing at the Louisville Metro Fire Department (LMRi¥Y found several
invoices for furniture that appeared to be split purchases, including one invoice that was obviously
altered. Splitting purchases breaks up a large purchase into smaller invoices for payment to avoid the
procurement limitations. Upomvestigation of the invoices noted above, the LMFD Business Office
indicated they asked the vendor to alter the invoice to split this purchase to circumvent the purchasing
policy for small purchasesWe noted that LMFD Business Office also asked othedeento split
purchases by providing several invoices of smaller amounts instead of one invoice for the total purchase.

The LMFD Business Office split purchases to avoid the Small Purchase Policy requiring that
departments use a current contract, tbemetitive bidding process, or the price quote method. The
Business Office manager indicated she knew this was not the appropriate way to make purchases, bu
chose this route due to the imminent opening of two new firehouses and the need to have isiesa furn

and equipped before the opening and dedication. Further, she researched and could not find similar
quality, inexpensive furniture under a current price contract. The effect of splitting purchases is a
noncompliance with Mées whicldae irspfaceltolobtginuhe bekt pricieg apdiot i ¢
value for large purchases, and also ensure fair competition among vendors.

Metrods Purchasing Policy Section |1 Small/l Pur
and $10,000, deparents should either use an existing contract, the price quote method or the
competitive sealed bid process.

Recommendation

We recommend the LMFD Business Office implement procedures to ensure future compliance
with Metrobds Purchachasesg Pol i cies for small P

Management 6s Response and Corrective Acti on

The Louisville Metro Fire Department did not
policy. The Metro OMB will work with the department to ensure it fully understands the
purchasing policyand is complying with all requirements.
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FINDING 09-METRO -28. Louisville Metro Government Should Consistently Apply Logical
Security Procedures Related To Louisville €inancial Application (LeAP)

The fiscal year (FY) 2009 Information Technology auwdithe Louisville Metro Government (Metro)
revealed procedures surrounding access to the Louissieaacial Application (LeAP) were not being
consistently followed. Users are required to complete the LeAP Financial Application Security Request
Form togain access to the application. The form includes an area containing various Departmental
Responsibilities to assist the administrator in determining the type of access being requested. However,
there was no guidance available providing a connectioweeet the Departmental Responsibilities
identified and the security roles that are granted within the LeAP system.

In addition, we found that, out of twelve LeAP Financial Application users tested:

e One user had a LeAP Financial Application Security Rstirorm on file; however, it did not
specify the access requested and the Department Director did not approve the request. This usel
was a Database Administrator.

e Three users were granted seemingly appropriate access based on job title; however, the
as®ciated LeAP Financial Application Security Request Forms were missing the date received
and the date completed, which were to be completed by the LeAP Administrator.

¢ One user, the LeAP Administrator, had a LeAP Financial Application Security Requesbirorm
file and appeared to have appropriate access based on job duties; however, the Department
Director did not approve this request.

Recently, the Help Desk staff was given the responsibility of resetting passwords. Though completion
of the Access Requefiorm was required when requesting LeAP password resets, the form does not
contain an option to select this action. Until the form is updated, the requestor must hand write a check
box on the form indicating the resetting password function was beingsteque

The auditor performed testing that revealed that 34 retired or terminated employees still had accounts
established within the LeAP Financial Application. Although discussion with Metro management
indicated that network access, which is deactivatpdn termination or retirement, is necessary to
access the LeAP application, the agency should still ensure that access for terminated users is remove
in a timely fashion.

A review of the current LeAP Production Database users revealed that a listthgsef users is
maintained and reviewed during each Budget Development Season. However, this listing was not
updated consistently to only include those users who participated in the budgeting process for the year
and, therefore, needed database accessgiine Budget Development Season.

Allowing users the ability to access information without proper authorization may subject the processing
of data to errors or omissions and may compromise the integrity of data processed through the Louisville

A

Metro Goven ment 6 s net wor k.
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FINDING 09-METRO -28. Louisville Metro Government Should Consistently Apply Logical
Security Procedures Related To Louisville €inancial Application (LeAP) (Continued)

The foundation of logical security is access control, which rdfer¢/ho and how the system was
accessed. Formal policies provide a security framework to educate management and users of their
security responsibilities. Consistent application of formal security policies and procedures provides
continuity for implement@don and establishes the tone of management concern for strong system
controls. Further, the level of system access granted to users should be restricted to only areas necessa
for an employee to perform assigned job duties.

Recommendation

We recommad Louisville Metroconsistently apply the established logical security policies and
procedures applicable to grantiagcess to LeAPAIl users requesting access to LeAP Financial
should complete the LeAP Financial Application Security Request Form entirety, and all
appropriate approvals should be documented on each form. The minimum access necessary
should be requested and granteth order to facilitate consistency when setting up LeAP
Financial Application accesb]etro should develop a lis@ywith:

e Various possible job duties related to LeAP Financial access.

e Description of access on the LeAP Financial Applications Security Request Form that
relate to common job duty combinations.

e Security roles within the security profiles in LeAP that associated with each checked
box on the LeAP Financial Applications Security Request Form.

The LeAP Financial Application Security Request Form should be updated to reflect all
available access request responsibilities, including a request for thetahiéget passwords.

All LeAP accounts should be deactivated or deleted when employees are terminated or retire.
This should be done either manually or through a direct interface between PeopleSoft and LeAP.

Further, the list of LeAP Production Databassers should be updated at the onset of each
Budget Development Season with only those users who will use the Public Sector Budgeting
Excel AddOn feature. If, for historic purposes, past database users need to be maintained, this
should be documented arseparate worksheet or spreadsheet.

Management 6s Response and Corrective Acti on

Louisville Metro Government recognizes the importance of appropriate security processes for
granting access to LeAP, and does have established policies and prodedolisese to address
these issues.
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FINDING 09-METRO -28. Louisville Metro Government Should Consistently Apply Logical
Security Procedures Related To Louisville €inancial Application (LeAP) (Continued)

Management 6s Response a(@aohtinCeo)r r ecti ve Acti on

The LeAP Financial Application Security Request form is used to assign appropriate levels of
access to LeAP for Metro users. It is important to note that individual Department Directors
allow positions within their department to have accessattying levels of security, depending

on the role of the position. Additionally, financial transactions that are keyed into the system
require subsequent review an approval at various levels prior to transactions posting to the
general ledger. While its not practical to include a listing of all possible job duties on the
request formhowever, Louisville Metro will clarify the roles and approval levels listed on the
form.

A description of the wagecurity roles are defined in Oracle Financials canfoend in the
Oracle Application System Administratorods U
security rules for a new department or a new user within an existing depacarehe found in

the LeAPSystem Administrator GuideAdditional poicies and procedures will be developed to
ensure that the Security Request form is completed in its entirety, and appropriate authorization
is obtained for each form.

When the decision was made to assign LeAP password reset responsibilities to theDEskel

the staff was given their initial access to this function via the LeAP Security Request form. Metro
acknowledges that there was no LeAP password reset option on the Security Request form.
Therefore, for purposes of this decision, the option wagew in on the form.  Metravill

update the form to include the password reset responsibility; however, it should be noted that
this responsibility is not available to staff outside of the Office of Management & Budget or IT,
and will be denoted as suoin the form.

In order to address the issue of removing terminated users from LeAP, and to institute a more
formal process, e LeAP team is working with the Peoplesoft team to develop an interface that
would automatically end date the LeAP user acces® a termination date has been populated

in Peoplesoft.

Access to the budget development responsibilities ifdldo Users are given access to a
responsibility within the LeAP Financial system (PSB) and they are given direct access to the
database. The direct connection to the database is to facilitate an Excel Add In called PSB
Excel. This Add In allows users that have the PSB function in LeAP to be able to download
budget worksheets into Excel for easy manipulation of data and therufdo@d he data into

LeAP once the changes to the spreadsheet are made. The Add In will only work if the user has
the direct connection to the database set up and has the PSB function on the LeAP financial
application. The direct access to PSB Excel will notkwibthe user does not have the PSB
access within the financial application and eacrear at the completion of the
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FINDING 09-METRO -28. Louisville Metro Government Should Consistently Apply Logical
Security Procedures Related To Louisville €inancial Application (LeAP) (Continued)

Management 6s Response and Corrective Acti on

budget development process, PSB responsibilities with access to the REBPregess are
disabled for use. The list of LeAP ProductioDatabase Users is compreheres and all
potential users are retained on the list for possible future involvement with the budget
development process. The list is reviewed at the onset obadgetdevelopment season, and
appropriate users areonfirmed by the appropriate managemeh each Metro Department.
Previous users are not giveidgetaccess unless specifically requested again by the department
manager during the budget cycle. Metro will continue to maintain a comprehensive list;
however, a process will be developed for hext budget season in which current year users will
be identified on the list. Louisville Metro will develop a formal written procedure that will be
utilized for documenting and approving access to this functionality.

Audi torés Reply

Additional reviev of t he Oracle Application System AC
System Administrator Guide determined these documents do provide instructions on the steps to
take when setting up access. However, they do not contain guidance on the typs<tratce
should be provided to the user given their specific job responsibilities.

We, therefore, reiterate our observation that there is no documentation to link the responsibility
on the request forms to the security role(s) within the system in tomdensure appropriate
access is granted to users.

Our concern related to this area is that without documented procedures for determining the level
of access (security role) to provide a new user based on the access request, inconsistent or
inappropriateaccess may be granted to users. Security administration procedures should be
documented and maintained to allow another employee to take over administrative
responsibilities without major problems.
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FINDING 09-METRO -29: Louisville Metro Government Should Update And Consistently Apply
Documented Change Management Processes

The fiscal year (FY) 2009 Information Technology audit of the Louisville Metro Government (Metro)
revealed Metro Technology Services (MTS) developed two documents to define the change
management procedures for Metro: Change Management Processes and MTS Change Managemer
Process Flow. However, review of these procedures found instances where the proltiéehaasrom

other documented processes, did not specifically address inforata&doires, or were not consistently

being followed.

Metro uses the Assyst tracking system to enter, process, and track requests for changes. Assyst wa
implemented to standardize the change control process. Metro had documented Assyst guidance notes t
reflect how Assyst can be used and its functionality, but these notes did not reflect the required or
standardized procedures used by Metro. However, neither the guidance notes nor the Change
Management Process documents developed by MTS address:

e Critena for making the determination of whether a change is a Request For Change (RFC) or an
alternate type of change.

¢ Individuals responsible for approvirtge change request rultiple levels or the criteria for
decisions on work flow

e Requirements for moroting change requests and current status

A review of values and documentation in the Assyst tracking system revealed instances where
corresponding information ithe Change Management Process docunuifiesed. Specifically,

e Values related to impaatirgency, and priority documented in the Change Management Process
differ significantly from those noted in the Assyst application.

e The use of the fields related to the impact, urgency, and priority within the Assyst header were
not addressed in the Changanagement Process.

e The process to use the Assyst system for tracking the progress of a request from initiation to
completion was not documented in the Change Management Process.

Additionally, during the documentation of the overall change managemengsprowe identified
instances where the formal processes were not consistently followed. Specifically,

e Requestors are expected to completeR&C form for all requests that were classified as an
RFC. A formal RFC form was not developed; the Assyst tiakes used for this function.

e Weekly Change Advisory Board (CAB) meetings should be documented with an agenda and
minutes. These documents were not being developed. Instead Metro used functionality within
Assyst to identify the RFCs in process for theetimgy discussions instead of an agenda.
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FINDING 09-METRO -29: Louisville Metro Government Should Update And Consistently Apply
Documented Change Management Processes (Continued)

To determine whether the Change Management Process was completed as ,exeestedpled and
reviewed three sets of RFCs: 1) completed RFCs for FY 2009, 2) changes related to LeAP, and
3) changes related to PeopleSoft. These reviews revealed, due to inconsistently following the
procedures fothe completion of theriority field as defined within the Change Management Processes
document, the auditor was unable to follow the progress of the requests through the process

Finally, it was noted that the MTS Change Management Process Flow document did not irelude th
ChM-10 process titled ORFC Assessment Agendabd,
Process document.

Failure to keep formalized documented procedures updated increases the risk of implementing
inappropriate, ineffective, or inefficient charsg® systems and the risk that inaccurate, unauthorized, or
incomplete data will be entered within the production environment and adversely affect-system
processing resultsWithout complete and updated procedures and the associated forms governing the
process, the risk that necessary procedures will not be consistently applied to all changes is increased.

Change control procedures should be formally documented and reviewed periodically to ensure all
procedures reflect current management decisionsprédledures should be consistently applied in order

to ensure that only appropriately authorized changes to critical applications are made and implemented
within the production environment. All program modifications were to be monitored and thoroughly
doamented, with procedures established to log all program change requests, review and approval
processes to be followed, and supporting documentation to be maintained for the process. These
procedures should include all systems the agency is respongitdentain.

Recommendation

We recommend Metro update formalized change management procedure documents to address
current procedures. These updates should include, at a minimum,

e Use of the Assyst tracking system for tracking the progress of a requashitiation to

completion;

Definition of fields to be completed within the Assyst ticket;

Criteria for determining the classification of changes as RFC oRk s;

Identification of requirements for monitoring all change requests and status;

Identification of individuals responsible for approving the change request at multiple

levels and the criteria for decisions on work flow;

e Documentation of the valid impact, urgency, and priority values for use in the change
management process along with expleomabf the values; and,

e Documentation of how the fields available on the Assyst ticket will be used to identify
the impact, urgency, and priority of a change request.
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FINDING 09-METRO -29: Louisville Metro Government Should Update And Consistently Apply
Documented Change Management Processes (Continued)

Recommendation (Continued)

The MTS Change Management Process Flow document should be updated to include-the ChM
10 6RFC Assessment Agendab6 process.

We recommend Metro consider implementing the changeagement procedures for all
changes, not just for those designated as RFCs. Additionally, Metro should ensure all
documented procedures are consistently followed for all applicable changes.

Management 6s Response and Corrective Action

Metro Techology Services (MTS) wishes to clarify the perception that there are RFC and Non
RFC changes. All changes require an RFC. Within the Assyst program all tickets beginning with
ARO are an electronic RFC form. S o ndechangés t h e
that are preapproved and require only an RFC to document the action. Others that require
more planning, resources and approval will go through a more stringent process of review such
as requiring assessment, going to the Change Advisory Boafmkiog sent to the Project
Management Office. It is also important to note Change Management is just one subset of an
ITIL framework that has been adopted by Metro Technology Services.

The ability to electronically process RFCs and their associated wovks fmade manually
created agendas obsolete once Assyst was implemented. Each RFC is processed individually
rather than grouped with unrelated requests on a meeting agenda. As multiple changes have
been approved and implemented over time, the need fomaag€hControl Meeting to discuss

these changes has diminished.

The RFC Assessment meeting is now held as a virtual meeting. This process requires the
assessor from each ITIL discipline (Change, Release, Problem, Incident, Configuration, etc.) to
electroncally stamp each request with approval or disapproval within the Assyst application.
The accountability was greatly increased by moving to virtual meetings.

Impact, urgency and priority are addressed within the Change Management Process
documentation (pag34). The Impact and urgency of changes are automatically assigned default
values based on the service that the RFC affects as submitted by the requestor. This field can be
changed by the requestor. As the R@gEbisthear e
Change Management queue, it is also the responsibility of the Change Control Manager to
determine if the stated priority is appropriate for the requested change. This is denoted within
the Change Management Process document:



Pagel03
SECTION 2 - FINANCIAL STATEMENT FINDINGS

Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -29: Louisville Metro Government Should Update And Consistently Apply
Documented Change Management Processes (Continued)

Management 6s Response and Corrective Acti on

Section 3.1.3.4.3B;

RFC priority is defined in the RFC form submittedthg requestor, so in this step, the Change
Manager verifies that the stated priority is not totally inappropriate. Once the priority is
determined, it is updated within the Change Log and RFC form.

RFCb6s cannot be created wority beong assigaed. Them\psgst t |,
application will not allow a ticket to be created without those criteria.

MTS will be reviewing the current Change Control documentation to clarify and update how
process flows in the ticketing system and amongst pezsdmowever, we do not believe that
any of the current practices allow for the potential of inefficient, ineffednd inappropriate
changes toIn fact, the Change Management process has been beneficial in ensuring any
changes are analyzed and impleneghappropriately with minimal risk, if any, are introduced to

the organization. RFC6s are also not <compl e
Change Management, which 1is not reflected i
includes detaild planning and documentation requirements prior to any change being
ARel easedd into the organization.

Audi tords Reply

Due to ambiguity in the Change Management Processes documentation discussed with Metro
management and the stated comment response, eveetaining the recommendation in this
comment that specific criteria be developed for determining what constitutes a change requiring
an RFC and the need to follow the Change Management Process.

Per Management 6s Respons e, chanige request edtry svithsut Wi
specific fields being defined. The auditor found the values of these fields within Assyst could be
multifunctional causing issuasith following the progress of the request. Further, the Assyst
field values did not consistn reflect the valid values noted within the Change Management
Process document. Due to these inconsistencies, the audit of change requests from initiation to
completion was not possible. Assyst fields should be limited to a single function and tlee value
available for use in Assyst should specifically reflect those identified within the Change
Management Process document.

Additionally, we reiterate the need for documented procedures governing the criteria to be used
in determining the work flow for whit changes should follow and that these procedures be
consistently followed. The documentation should provide a clear delineation between the
workflows based on defined criteria and should substantiate the processes that are being
followed allowing an indiidual to follow the process from beginning to end based on the
documented procedures.
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FINDING 09-METRO -30: Louisville Metro Government Should Ensure Sufficient
Authentication Is Required To Access Potentially Sensitive Information

During the FY 2009 smirity vulnerability assessment of machines owned by the Louisville
Metropolitan Government (Metro), we discovered instances where no authentication was required to
allow an outside user to gain access either to information about the machine or toitieersening on

a designated port. We determined that 17 out of the 500 machines scanned, or approximately
3.4 percent of the population, did not have sufficient authentication enabled on one or more ports. A
remote access servicepmars to be active on 11 machines. This service allows remote execution of
shell commands.

For security purposes, detailed information that would identify the specific machines contributing to
these findings is being intentionally omitted from this coemt. However, these issues were thoroughly
documented and communicated to the appropriate agency personnel.

If a machine is allowed to provide excessive information associated with the machine to an anonymous
user, then an intruder could potentiallseuthis information to attempt to gain access to the machine or
network. The use of unsecured transmission programs increases the risk of compromised data
transmissions.

Only necessary and required users should have access to services, particsarbgthices containing
potentially sensitive information.

Recommendation

We recommend Metro review the services noted within this comment to ensure that they are
properly configured to ensure only authorized users gain access. If a service is deteotmioed

have a specific business purpose, it should be disabled. For those services that do have a
business purpose, authentication features should be reviewed to ensure that they are configured
to restrict access to only users who have a need for theeserlf determined necessary, the
remote shell suite of programs should be replaced by a more secured shell suite.

Management 6s Response and Corrective Action

e All devices within this finding were found to be network printers.

e Metro Technolog Services agrees that these devices need to be secured but also feels
these are low priority devices with minimal risk from being exposed.

e R31057 has been submitted to evaluate this and other print devices on the Louisville
Metro network in coordination #h a third party vendor of which these devices are
leased and placed within Louisville Metro facilities.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -31: Metro Revenue Commission Employee Transfers Should Be Executed
On A Timely Basis

During the review of the accrued vacation gdapility, it was discovered that an employee who
transferred td_ouisville/Jefferso)County Metr o Governmentos Financ
October 13, 2008 was included in the June 30, 2009 accrual calculation for the Metro Revenue
Commission. Br further investigation, It was noted t
being paid by the Metro Revenue Commi ssion.
Position and Personnel Action Form be submitted to Human Resourcés thite workdays of the
transfer. It is our understanding that when a transfer is not completed, the new supervisor is not able to
approve time worked. The employeeds timesheet
until approximately Sepiaber 25, 2009.

Recommendation

We recommend employee transfers be made on a timely basis as prescribed in the personnel
policies. We also recommendeéduisville/JeffersonCounty Metro Government reimburse the
Metro Revenue Commi s s ialary and loenefitst thae wee nmgdrrectyye e 6
charged.

Management 6s Response and Corrective Action

The Metro Revenue Commission has policies in place outlining the procedures for employee
transfers. Metro Revenue Commission completed its portion trfatiefer paperwork with the
prescribed time frame.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -32: Metro Internal Audit Should Expedite Thelnvestigation Of Apparent
Fabricated Invoices Processed By Metro Department Of Neighborhoods Over Multiple Fiscal
Years

During our FY 209 audit of accounts payable, transactions selected for testing included an invoice
submitted by Metro Department of Neighborhoods in the amount of $15,000. During FYN2E&0S
Department of Neighborhoods was responsible for neighborhood outreach an&iaggcommunity
events. This agency housed the divisions of Brightside, Community Outreach, Office of International
Affairs, MetroCall and the Mayor's Special Events Office, and in FY 2009 was funded primarily through
the General Fundln requesting theupporting documentation for this transaction, we were notified that
the documentation was under review by Metro Internal Audit. Upon contacting Metro Internal Audit,
we were made aware that the invoice appeared to be fabricated because it did ntteragiplearance

of other invoices submitted by the vendor. Furthermore, additional evidence indicated instances in
which several other vendor invoices processed by the Metro Department of Neighborhoods also did not
mat ch t he vendor dsfthe quastiotable idvoices look basially the sarhe with the
exception of the vendordéds | ogo, which had been

Evidence indicates that 36 invoices from 15 separate vendors processed between July 1, 2007 and Jun
30, 2009 appear to be created by someone other than the vendor. These 36 invoices were approved fo
payment, generating checks to the 15 vendors totaling $368,660. Because investigations by Metro
Internal Audit and Metro Public Integrity are not yet cortglehere is a potential that other invoices

have been handled in this manner and not yet detected.

Also, a review of the documentation indicates that one of the 15 vendors was a business owned by an
employee of the Metro Department of Neighborhoodgidéhce suggests this vendor was paid $14,900
over three fiscal years. One of the three payments making up the $14,900 paid to this vendor is included
in the 36 questionable invoices identified above. This raises concerns of a possible conflict ¢f interes
especially since the payment is not supported by valid, detailed documentation to justify the purchase.

Due to the nature of the concerns raised by this information, Metro Internal Audit suspended its review
and submitted the documentation to Metro ié®IPublic Integrity Unit. The APA deferred its
investigation and communication of this matter several weeks to avoid interfering in the preliminary
stage of an investigation.

The auditors did notperform procedures beyond a review of evidence gatheredongoing
investigations, and therefore were not able to ascertain the cause for, or source of, the questionable
invoices. Evidence exists indicating these invoices may represent prepayments or deposits to vendors
for upcoming events and future serviceddowever, if prepayments or deposits were required, it is
unclear why the invoices were not generated by the vendor.

Also, due to the similarity of the invoices in question, there is indication that the invoices were likely
created by department pers@h The creation of invoices by agency personnel is an extremely poor
business practice which increases the risk of fraud, misappropriation, and accounting errors such as
authorization for duplicate payments for the same service. Although on rareooscth&re may be a
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -32: Metro Internal Audit Should Expedite Thelnvestigation Of Apparent
Fabricated Invoices Processed By Metro Department Of Neighborhoods Over Multiple Fiscal
Years (Continued)

practical business need to pay depositprepayments on certain services, those payments should be
supported by valid supporting documentation.

Furthermore, the payments made to a businessvo@d by a department employee constitute a related
party transaction at a minimum. Related pa/dps$actions in and of themselves are not illegal, but there

is an increased risk of unethical behavior which should be mitigated by full disclosure and transparency.
The failure to fully itemize the payeséthistiske on t h

The weaknesses noted above indicate an extremely high risk of unethical business platteress

there may be legitimate business needs for prepayments and deposits, all payments for goods anc
services should be evidenced through valigpp®rting documentation obtained from the vendor or
evidenced through contractually scheduled payments. This supporting documentation should be of
sufficient detail for identifying the business purpose of the payment.

Recommendation

We recommend Metrinternal Audit complete its review of this matter to ascertain the cause
and extent of the invoicing practice noted, and to fully investigate the conflict of interest
identi fied. We further recommend t hAuditorMet r i
of Public Accounts for review upon completion, and also to Metro Public Integrity for
determination on whether additional investigation is warranted.

We further recommend Metro Office of Management and Budget immediately prohibit this
practice, ad communicate the prohibition to all Metro departments. Furthermore, Metro Office
of Management and Budget should train accounts payable employees on detecting potentially
fabricated pay documents, and reiterate procedures for reporting questionabkities may

be reviewed.

Management 6s Response and Corrective Acti on

As the auditors noted, this is an ongoing investigation of the Office of Internal Audit (OIA) and
the LMPD Public Integrity Unit (PIU). As the information listed above is culyemtld by OIA

and PIU, we do not have the complete information to respond in full to the comment above.
However, any failure to follow established procedures by staff will be addressed by additional
training, increased supervision and / or discipline aemhed appropriate and necessary by
management. Once the OIA and PIU investigations are complete, we agree that the findings
should be reviewed by the Auditor of Public Accounts and we pledge to take any additional
corrective action necessary.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -32: Metro Internal Audit Should Expedite Thelnvestigation Of Apparent
Fabricated Invoices Processed By Metro Department Of Neighborhoods Over Multiple Fiscal
Years (Continued)

Management 6s Response a(tohtinGed)r r ecti ve Acti on

OMB doesprohibit the practice of using any naendor generated invoices. OMB provides
training and operational guidance to departments regularly, including information on invoice
processing. Only original invoices, or an authorized copy if the original is destror lost, may

be submitted for payment.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-33: KentuckianaWorks Should Implement Controls To Ensure Direct
Grant Charges Are Traceable Between LeAP And The SEFA

This finding is a significant deficiency/material weakness relating ternal controls and/or
noncompliance of a major federal award program. See Schedule of Findings and Questioned Costs,
Section 3 Federal Award Finding$INDING 09-METRO -59 for discussion of this finding.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO-34: Metro Public Works Should Pay Invoices In Accordance With
KRS 65.140 And Should Implement Procedures To Improve Its Cash Management

This finding is a significant deficiency/material weakness relating to internal controls and/or
noncompliance of a major federal adigprogram. See Schedule of Findings and Questioned Costs,
Section 3 Federal Award Finding$INDING 09-METRO -63 for discussion of this finding.
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Significant Deficiencies Relating to Internal Controls and/or Noncompliances

FINDING 09-METRO -35: Metro Public Works Should Implement Procedures To Ensure Grant
Charges In LeAP Are Accurate And Traceable To Valid Supporting Documentation

This finding is a significant deficiency/material weakness relating to internal controls and/or
noncompliance of a major federal award program. See Schedule of Findings and Questioned Costs,
Sectbn 3- Federal Award Finding$INDING 09-METRO -44 for discussion of this finding.











































































































































































































































































